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1. INTRODUCTION

1.1. BACKGROUND

Forensic science, referred to as forensics, ieXaenination of physical, biological, behaviouraida
documentary evidence in the context of internati@ranational law. The goal of forensics is to
discover linkages among people, places, things, erghts. Nuclear forensic science is a sub-
discipline of forensic science and is referred ® raiclear forensics. Nuclear forensics is the
examination of nuclear or other radioactive matera of evidence contaminated with radioactive
material in the context of international or natiblaav or nuclear security. The analysis of nuclear
other radioactive material seeks to identify wihat tmaterials are, how, when, and where the magerial

were made, and what were their intended uses.

In the mid-1990s there was increased reporting wflear and other radioactive material out of
regulatory control. This increase in illicit trafking was recognized as a significant securityahbs
the international community. To investigate sudfficking incidents involving nuclear and other
radioactive materials, national authorities requlimgormation on the material, how and when it had
been produced, and its subsequent history. Theséries lead to the inception of nuclear forensiss

a key element of a nuclear security infrastructure.

Given the widespread and important use of nucledragher radioactive materials, all States should
be aware of the role of nuclear forensic scienceupporting nuclear security. Nuclear forensics,
using capabilities maintained by the State, caistass investigations of nuclear security events as
well as help identify and remedy vulnerabilitiesarnState’s nuclear security infrastructure. Nuclear
forensics as a preventive measure is effectiveuseci supports the identification of deficiencies

material security and prosecution of criminal offes related to this material

In recognition of the benefits of nuclear forengicghe implementation of national nuclear security
infrastructures, the IAEA began planning for theblmation of a technical document on nuclear
forensic support in 2002. The basis for the pubibcewas a document entitled Model Action Plan for
Nuclear Forensics and Nuclear Attribution [1], deped by the Nuclear Forensics International

Technical Working Group (ITW8, that outlined a generalized approach to the gondf a nuclear

! The ITWG is a multinational, informal associatiof practitioners of nuclear forensics. Prior to @0the

ITWG was known as the Nuclear Smuggling Internatidrechnical Working Group.
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forensic examination. The resulting document wddiphied in 2006 as IAEA Nuclear Security Series

No. 2 Nuclear Forensics Support [2].

Since the original publication, there have beethimradvances in nuclear forensics. Nuclear focensi
examinations have been successfully applied to rabeu of reported cases involving the illicit
trafficking of highly enriched uranium and plutoniuas well as other events involving nuclear or
other radioactive material out of regulatory cohtiidhe same techniques as used in nuclear forensics
are used to support nuclear counter-terrorism amahptiance with various international legal

instruments such as the Convention on the PhyBicaibction of Nuclear Material.

Nuclear forensics is an emerging discipline. Themge and definitions used in this publication

represent current best practice and will be sultigechange as practices develop.

This publication supports key recommendations irclbiar Security Recommendations on Nuclear
and Other Radioactive Material out of Regulatoryt@al [3], issued in 2011 and is complemented by
other Nuclear Security Series publications inclgdibombating lllicit Trafficking in Nuclear and

other Radioactive Material [4], issued in 2007 adl\as Radiological Crime Scene Management [5]

Development of a National Nuclear Forensics Libf&iywhich are currently in preparation.

1.2. OBJECTIVE

The objective of this publication is to describe thble of nuclear forensics in support of invedtmss

of a nuclear security event and provide a contextriuclear forensics within a national nuclear
security infrastructure. Additionally, the publizat promotes international cooperation by
encouraging States to seek or provide assistanberewappropriate, with regard to developing

capabilities or during an investigation of a nucleacurity event.

1.3. SCOPE

This publication provides national policy makergcidion makers, law enforcement and technical
personnel with guidance on the role of nuclearrsies in the context of investigating a spectrum of
nuclear security events. Also included are desoriptof nuclear forensic examinations; the role of
nuclear forensics in a national nuclear securifgasiructure including the investigation of a nacle
security event; and mechanisms for internationabecation and assistance in nuclear forensics. The
essential elements of nuclear forensics capacitlgibg including awareness, education, expertise
development and training are described. Furthermtms publication emphasizes that nuclear
forensics encompasses more than just instrumentatio analytical measurements. It is a
comprehensive plan undertaken by States to deterthi@ origin and history of nuclear or other

radioactive material in support of law enforcemeast nuclear security investigations. Such
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investigations may include, but are not limited ilb¢it trafficking incidents, or nuclear or other

radioactive materials encountered outside of regojacontrol.

This publication does not provide detailed guidamee the design, equipping or staffing of a

laboratory where nuclear forensic analysis maydralacted; nor does it provide detailed guidance on
radiological crime scene management, the conduchawagement of an investigation of a nuclear
security event, or traditional forensic examinasioalthough each of these subjects is importatiteo

success of a nuclear forensic examination.

1.4. STRUCTURE

Following the introduction, Section 2 illustraté® thuclear forensics model action plan and higkdigh
issues for all States to consider for the develogroéa nuclear forensic capability. Section 3 ioats

the response activities at the scene of a nucksaurisy event that are relevant to nuclear forensic
examinations and Section 4 explains the importaficieveloping a forensic examination plan and a
nuclear forensic analytical plan. Section 5 presatifferent approaches for performing forensic
examinations on evidence contaminated with radieactmaterial. Section 6 discusses the
requirements of a designated nuclear forensic &bor and the different types of nuclear forensic
analysis. Section 7 provides an overview of thehods and processes involved in nuclear forensic
interpretation and Section 8 covers the role offidence in analytical results and communication of
the findings. Section 9 describes internationalpevation for nuclear forensics and considerations
when requesting nuclear forensic assistance. $etlaliscusses national capacity building actisitie
that should be undertaken in order to develop aaiditiain nuclear forensic capabilities. Following th
main sections are Appendices |, Il, Il and IV, alhiprovide more detailed information on tools for
nuclear forensic categorization, techniques folearcforensic characterization, other forensicrsme
disciplines and examples of capacity building atiés available internationally, respectively, and

Definitions, which have been harmonized with otiAdfA and United Nations publications.

2. THE ROLE OF NUCLEAR FORENSICSIN A NATIONAL NUCLEAR SECURITY
INFRASTRUCTURE

Nuclear and other radioactive materials are pretseatighout the nuclear fuel cycle, but they as@ al
widely used in industry, research, medical anddgigial studies, and other technical and scientific
applications [4]. It is a State’s responsibilityitoplement a nuclear security infrastructure totgco
these materials, including measures designed teepte detect, and respond to nuclear security
events. When nuclear and other radioactive masesiad detected outside of regulatory control States
should be prepared to appropriately respond, imetudpplying nuclear forensics in support of the

investigation. Some examples of nuclear and ot#ipactive materials are shown in Table 1.

8
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TABLE 1. EXAMPLES OF TYPES OF NUCLEAR AND OTHER RADACTIVE MATERIAL [4]

Type of Material Example materials

Nuclear material By, By, By, 2Py

Medical radionuclides 14C,5Ga, ¢, 129, 129, 13y 20k

Industrial radionuclides *'Co,%Co, %%sr,1%°Cd, ®Ba, *'Cs, ¥, >*'Am, 2°Cf

Naturally occurring radioactive “%K (fertilizer, building materials, ceramics), ma#s containing

materials (NORM) natural thorium or uranium and their decay products

The IAEA’s Incident and Trafficking Database (ITDBJ] regularly compiles information, reported
voluntarily by States, on the unauthorized poseessiheft, loss or other unauthorized activities
involving nuclear and other radioactive materiabrd 1993 through 2012, 2331 incidértsive been
reported to the ITDB. Of these confirmed incideAts involved unauthorized possession and related
criminal activities (sixteen of which involved highenriched uranium (HEU) or plutonium), 615
involved the theft or loss of nuclear or other caditive material and a total of 1244 cases involved

other unauthorized activities and events.

The level of reporting indicates that, despite eékistence of national nuclear security infrastreesy
material continues to be diverted out of regulatooptrol, whether unintentionally, such as loss, or
intentionally as a result of criminal acts suchireft or was never under regulatory control. Gittga
information, there is a need for States to devéhepcapability to prevent, detect and respond $o an
event involving nuclear or other radioactive matethat has nuclear security implications. Events
such as these are referred to as nuclear secwetyt A nuclear forensics examination may be an

important component of the response to a nucleang event.

2.1. NUCLEAR FORENSICS AS A PREVENTIVE MEASURE

Nuclear forensic findings may determine that matehas been removed from a site or sites

previously deemed secure. Deficiencies may be iftlghin material accountancy or nuclear security

2 An incident may be categorized in more than ormig—for example the theft and subsequent atterrgztkd
of a radioactive source. Accordingly, the sum &f ithcidents in the groups can differ from thantttal number

of incidents. In 69 cases, the reported informati@s not sufficient to determine the category ofdent.
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systems both at the facility and at the State leglsuch, lessons learned from the investigatfom o
nuclear security event may be incorporated to iwgrauclear security measures, thereby aiding in the

prevention of future nuclear security events.

Knowledge that a State has nuclear forensic capiabiimay also function as a deterrent to individua
or groups who may otherwise intend to divert acitlly traffic nuclear or other radioactive matdria
The success of nuclear forensics as a deterrehbevilependent on its credible implementation and
demonstrated success in supporting investigatiodssabsequent successful legal proceedings that

rely upon this evidence.

2.2. NUCLEAR FORENSICS MODEL ACTION PLAN

The nuclear forensics model action plan (Figureatjich is further described in Sections 3 through
10, provides generalized guidance on the conduc aficlear forensics examination and related
activities that will be performed in the context af investigation of a nuclear security event. The
process covers activities undertaken by the autesrequesting nuclear forensic examinations and

the laboratories that may be called upon to uniertiae analysis and interpretation.

Nuclear forensic examinations are undertaken tporas to key questions posed by the investigative
authority, which may relate to the nature, histand origin of nuclear or other radioactive material
involved in the nuclear security event under ingedion. The questions posed by the investigative
authority will be influenced by the nature of theclear security event and any related legal

proceedings that may arise as a consequence miviggtigation.

Nuclear forensic analysis and interpretation madIléo findings regarding the material associated
with a nuclear security event. When combined withep aspects of the investigation, including
traditional forensic findings, conclusions may lravdh about the associations between the material
and people, places, events and production proceStaes should recognize that although a nuclear
forensic capability may not be used on a regulasishat may play a significant role in the

investigation of a nuclear security event.

10
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Nuclear Forensics

Nuclear and Other Radioactive
— Material Analysis & —
Interpretation (Sec. 6 & 7)

On-Scene
Assessment
(Sec. 3)

Evidence
Collection,
Storage, & Iterative Process:
Transport (Sec. 3) Analyses &

Interpretation lead
to Conclusions

Traditional Forensics Analysis &
—> Interpretation — Radioactive ==
Material (Sec. 5)

Traditional Forensics Analysis &
cene —=> Interpretation — non- -
Radioactive Material (App 1)

FIG. 1. lllustration of the nuclear forensics model action plan: a process which supports an
investigation of a nuclear security event. Background shading differentiates radiological crime scene
management and nuclear forensics. Sections in thisreport related to the model action plan are so
indicated.

2.3. NATIONAL FRAMEWORK FOR IMPLEMENTING A NUCLEARFORENSIC CAPABILITY

All States should have a national response plandolear security events, to allow for an apprdpria
and coordinated response. As nuclear forensicplegna key role in the investigation into a nuclear
security event, the nuclear forensics model acfilam (Figure 1) should be incorporated into the

national response plan to the extent possible.

States should ensure that roles and responsibifiienuclear forensics are clearly defined in adea

of a nuclear security event and that expertiseyumgentation and procedures are in place. There
should also be provisions for the safe and secimage of seized nuclear and other radioactive
material, as well as a means to safely and sectreeigport the material from the scene to an edeen
storage site. Such a storage site may be a labpraapable of undertaking characterization of
collected material or may be an interim evidenoeagfe site, where seized material may be kept until
it is sent to a designated nuclear forensic laloydbr analysis.

11
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Development and implementation of a nuclear foersEpability within a State may begin by
identifying existing capabilities, including relevafacilities established and expertise used faeot
purposes, and creating mechanisms for their usa imvestigation. Relevant capabilities may exist,
for example, at radiation protection institutiomagiochemistry or nuclear physics departments at
universities; environmental monitoring laboratoyigaality control laboratories of nuclear fuel aycl
facilities; as well as at security and defencelgistaments. Some States may be able to use experien
or infrastructure created to help verify complianeéh or adherence to international treaties,
including the Treaty on the Non-Proliferation of ¢dlear Weapons [8] and the Convention on the

Physical Protection of Nuclear Material (CPPNM) &imel Amendment thereto [not in force].

States may also establish a national nuclear fmer#rary of data and information under their
control to enable a credible assessment of whetléerial encountered out of regulatory controlris o
is not consistent with nuclear and other radioacthaterial produced, used, or stored within théeSta

[6]. For further discussion of national nucleargfiosics libraries see Section 7.2.

International cooperation allows States to requesteive, and provide nuclear forensics assistance
with respect to developing capabilities or as pdrtan investigation of a nuclear security event.
Specialized analytical tools for characterizatiémaclear and other radioactive material may ordy b
available in a few laboratories worldwide and, @actf may not be required for the investigation of
many nuclear security events. States without natioapabilities to perform a full characterizatioi
nuclear or other radioactive material or of evidermontaminated with radioactive material may
choose to establish bilateral/multilateral agreemmen arrangements with laboratories comprising
additional nuclear forensic capabilities, in orderfacilitate assistance if the need should arse,

discussed in Section 9.2.

2.4. NUCLEAR FORENSICS IN RELATION TO INTERNATIONAIAND NATIONAL LEGAL
INSTRUMENTS

The responsibility for nuclear security, and nuclesensics, rests entirely with each State. Culyen
there is no one single international legal instrotrthat fully addresses all aspects of the nuclear
security infrastructure. The legal foundation fouckear security is comprised of a body of
international legal instruments that are bindingluding conventions, treaties, and UN Security
Council resolutions, including those in Referen@s< 9], as well as recognized principles developed
for the promotion and safe and secure use of nutdeinology. These binding international legal
instruments have created obligations that requiéeS Parties, inter alia, to create offenceslatiomn

to the defined intentional action involving misuskenuclear and other radioactive material and to
implement mechanisms for requesting, receivingroviding assistance. They also contain provisions

related to the return of material in certain daficgcumstances and under certain conditions. &t

12
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and multilateral legal instruments allow coopematéond sharing of information and capabilities and

enhance international security.
Nuclear forensics supports the implementation of:

O The international legal framework for nuclear sdégumand the manner in which the
international legal framework governs relationshyesveen States, in particular, cooperation
and assistance with the investigation of nucleamursty events that have transboundary

implications; and

O The national legal framework for nuclear securtyparticular in support of a State’s legal

actions related to a nuclear security event, ttudepotential criminal prosecution.

States should ensure that a comprehensive legalegmthatory framework is implemented to support
and empower competent authorities. The resporgsilinclude regulation, customs and border
protection, transport of material, policing and lemforcement and the prosecution and adjudication o

alleged offences involving nuclear or other radivacmaterial.

An effective national nuclear security infrastruetwill implement the international legal framework
for nuclear security, and harness potentially adibis evidence, derived from nuclear forensic
analysis and interpretation to address nuclearrisgcevents. To this end, that States are able to

provide and receive international assistance imeandorensics is an endorsement of this capability

3. RESPONSE TO A NUCLEAR SECURITY EVENT TO ENABLE NUCLEAR FORENSIC
EXAMINATIONS

In order for nuclear forensic analysis and inteigdien to be effective, the response at the scére o
nuclear security event must accommodate the ndddsensic science, including nuclear forensics. In
this section, the key elements of the on-sceneoresspto a nuclear security event that enable a
comprehensive nuclear forensic examination arelibigied. More detailed guidance in relation to
response actions and roles and responsibilitiespereided in the IAEA implementing guide on

Radiological Crime Scene Management [5].

The official in charge of the scene, sometimesrrefeto as the incident or on-scene commander, has
responsibility for decisions pertaining to publ@fety, environmental protection, safety of response
personnel and the preservation and collection afleexe. In order to understand all of the
requirements and to make informed decisions abletinvestigation, experts from all relevant

disciplines should be consulted for the provisibadvice and support.

13
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3.1. SECURING THE SCENE

Securing the scene of a nuclear security eventhiegoall those activities undertaken to manage
access in to, within, and out of a scene whereeanar other radioactive material is encountered ou
of regulatory control. The goals in securing thengcof a nuclear security event are similar toghos
for securing a conventional crime scene. Additionigjlectives that are unique to a nuclear security

event include:

O Minimization of any radiological hazards associateith the scene for the safety of the

responders, the public and the environment;
0 Establishing control over the nuclear or otheraadiive material;

0 Collection of nuclear or other radioactive mateal well as evidence contaminated with

radioactive material.

3.2. COMMON HAZARDS ASSESSMENT OF THE SCENE

The initial phase of operations at the scene afcear security event should include an assessofient
the risks at the scene. This assessment shouldngass common hazards that might pose a health
and safety risk to the public, personnel conductipgrations at the scene and the environment. This
common hazards risk assessment is identical torkethat would be performed for any other crime

scene, with two possible additions.

First, the known or suspected presence of nucleather radioactive material requires the assessmen
of radiation hazards as part of the common hazas#tsassessment and that the relevant radiation
protection measures at the scene are decided umbringplemented (e.g. the use of appropriate
personal protective equipment (PPE) and dosimefgpendix | provides additional description of

equipment and instruments for on-scene radiatitetysassessments.

Second, any non-radioactive hazards, such as advezather, debris and explosives, need to be
evaluated. The assessment of such hazards shoodidep their possible impact on (a) personnel
wearing the appropriate PPE while on-scene; (bptssible spread of nuclear or radioactive material
within or beyond the scene; and (c) the ancillayyipment used to support operations at the scene.
For instance, loose debris might cause a rip ortteBPE, thus compromising its integrity and pigci

the wearer at heightened risk. Similarly, if unexf@d ordnance were to detonate, the resulting
explosion could spread the nuclear or other rati@mmaterial both within the scene and beyond and
cause physical harm to on-scene personnel andtedsamcillary equipment. Finally, a heavy rain
could wash or dilute evidence, including nuclearotrer radioactive material, from the scene, and
could hamper the mobility of on-scene and nearesgeersonnel, and create hazardous working

conditions.

14
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3.3. CATEGORIZATION OF NUCLEAR OR OTHER RADIOACTIVMMATERIAL

Categorization is the on-scene non-destructiveyaisabf the nuclear or other radioactive material
involved in a nuclear security event. The primaoglg of categorization are to identify radionuctide
present and estimate the quantities of those radies. This typically requires training and
expertise in the proper use of field-portable nestdictive analysis instrumentation, and in some
cases, assistance from laboratory experts to gyopeerpret data. Examples of commonly used

instruments for nuclear forensic categorizationdescribed in Table 2.

TABLE 2. EXAMPLES OF INSTRUMENTS FOR ON-SCENE CATBRIZATION

Categorization Measurement Non-destructive analgstsuments

Low-resolution gamma-ray spectrometer
(e.g., sodium iodide, Nal(TI) or cadmium

Identify gamma-ray emitting zinc telluride, (CZT))

radionuclides present, estimate
quantities of radionuclides High-resolution gamma-ray spectrometer
(e.g., high-purity germanium detector,

HPGe)

Identify uranium and plutonium and  High-purity germanium (HPGe) low energy
estimate isotopic compositions and  gamma-ray and X ray spectrometer with
guantities spectral deconvolution codes or other

relevant methods

The basic information obtained during categorizatfoften sufficient to identify the intended dee

a recovered material (e.g. an industrial radiogyagidurce, nuclear fuel pellets, etc.), and may tead
the determination that no further investigationwiarranted. Results from categorization can also
provide useful information regarding potential aséf material to first responders, law enforcement
personnel, the public, and the environment thatplempents the basic radiation protection
measurements made during the common hazards assgs§tategorization results are essential for
making proper decisions regarding how to proceett winuclear forensics examination, including
selecting the appropriate nuclear forensics laboyadetermining physical protection requirements,
and ensuring material are transported according applicable regulations. Communicating
categorization results to the nuclear forensic®ratory as soon as it is available is helpful, tas i
allows the laboratory to properly plan for the iptef material and begin preparing a nuclear feren

analytical plan (Section 4.1).
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3.4. COLLECTION OF EVIDENCE

Following a nuclear security event, the types aflence that may be collected include (a) the nuclea
or other radioactive material and (b) evidence eiased with traditional forensic disciplines thaayn

or may not be contaminated with radioactive makeriduring evidence collection activities,
responders should comply with the protection messumplemented as a result of the common
hazards assessment. Responders should be awardnghah-scene risks could evolve during the
deployment and the protection measures may have tadjusted accordingly. For a scene where
radiation fields are present, the time on-scere diktance from the material and the use of shigldi
are important factors in reducing the externalatdin dose to responders. For scenes where unsealed
material is present, especially in a loose formhsas powder or liquid, protective measures to
minimize incorporation (e.g. inhalation or ingesjiavill be an additional important factor in redogi

the total radiation dose to responders. [20, 21]

Evidence collection activities should follow naténrules for evidence, including scene
documentation, chain of custody procedures and Isalapelling. In addition, all evidence needs to be
contained in a manner that minimizes the poterfitimithe uncontrolled spread of nuclear or other
radioactive material from the scene. It is esserthiat appropriate consideration be given to the
relative timing of collection activities for traghnhal forensic and nuclear forensic samples to dvoi
compromising any of the evidence. Finally, the ewice needs to be appropriately packaged, labelled

and secured while awaiting transport from the scene

3.5. INTERIM EVIDENCE STORAGE SITE

In many investigations of nuclear security eveittsjay be necessary to safely and securely stere th
evidence at an interim location prior to its furtheansportation to the designated nuclear forensic
laboratory (see Section 6.2). This may be necessagnsure national regulations and laboratory
procedures are satisfied, or may simply be needdddilitate the necessary arrangements with the
receiving laboratory, particularly in cases reaqgriinternational assistance. This interim evidence
storage site should have security measures in piapeevent evidence tampering, while also having
the appropriate authorizations/licences/permitsesssiry to store the quantity of nuclear or other
radioactive material present. The storage siteldrago incorporate features to ensure the ap@tpri

handling of evidence, including maintaining theioha custody for the evidence at all times.

If material categorization was not performed at stene, it should be performed at the interim
evidence storage site before transportation todémignated nuclear forensic laboratory. Even if
material categorization was performed at the sc#neay be useful to confirm the categorization,

with additional measurements, e.g. gamma ray speetry with a high resolution germanium
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detector rather than a sodium iodide detector. étedhabove, all categorization measurements and

methods should be fully documented and communidatéae designated nuclear forensic laboratory.

3.6. TRANSPORT OF EVIDENCE

In transporting evidence to either the interim evick storage site or the designated nuclear farensi
laboratory, considerations must be made for sagetyurity, preservation of evidence and maintaining
the appropriate chain of custody. Arrangements phamit the safe and secure transport of evidence,
and address any potential safeguards requiremertx] to be made in advance of attempting
transport. Assuming the integrity of the originalckaging has been maintained, most radioactive
samples can be kept in their collection contaif@réransport; unless the nuclear or other radigact
material is in jeopardy of further disseminatidme tadioactive material should not be separateden
field from its packaging. These collection contasnleave to be packed inside another containeighat
certified for the transport of such material. Prgimns should be taken to avoid potential cross-
contamination of the evidence from the transporhta@imer. In all cases, the packaging and
transportation needs to satisfy legal, safety audirsty requirements of the State (or States) irckvh
the transport is occurring. The IAEA has producadiance regarding the safety and security in the

transport of radioactive material [22, 23].

3.7. DISPOSITION OF EVIDENCE

Any item of evidence must remain under control,liding under relevant chain of custody
procedures, until a competent authority declarasttie item is no longer required for purposesef t

investigation or any subsequent prosecution orrobgal proceedings. Once the applicable legal
proceedings have determined that an item of evidénao longer required, then the item may be

considered for disposal or for retention for pugsosther than use in the legal proceedings.

If disposal of an item of evidence is an optiorgrththe disposal will need to be performed in
accordance with established local and national lamg regulations regarding the disposal of waste

contaminated with nuclear or other radioactive malte

4. DEVELOPMENT OF THE FORENSIC EXAMINATION PLAN AND THE
CORRESPONDING NUCLEAR FORENSIC ANALYTICAL PLAN

For the purposes of investigating a nuclear sgcesent, once the preliminary on-scene assessment
has been performed, including categorization ofrthelear or other radioactive material, a forensic
examination plan will be prepared by the investigatauthority in consultation with the relevant
forensic laboratories, including designated nuclEaensic laboratories. This plan describes the

requirements of the examinations in support of @meal criminal prosecution or to address nuclear
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security vulnerabilities. Additionally, developmenf the forensic examination plan may include
provisions for setting aside portions of the evigernThese samples could be requested by the defence

if the results of the investigation are used atl.tri

One challenge encountered in conducting forensien@xations is establishing the sequence in which
these examinations are to be performed. The presgn@dioactivity adds to this challenge, since it
may constrain the types of examinations that mayubdertaken and the locations where the
examinations may occur. The proper sequencing aim@éations conducted in both traditional
forensic disciplines and nuclear forensics is neglito ensure that essential data are obtained with
expediency and that as much data as possible cderbed from a finite sample. This requires the

development of a forensic examination plan.

The forensic examination plan should consider theds of the investigation, the perceived value of
the expected results to the investigation, the knomnsuspected losses of essential charactergsters
time if examinations are delayed, and the natitenadl procedures for the conduct of examinations in
traditional forensic disciplines and nuclear foiess In general, priority should be given to
examinations where the results are capable of ishaization (association with a single source -
person, place, event, or process - for example, A fingerprints) rather than those where the
results are likely to provide group or class cheastics (for example, shoe and tire impressiamns a
explosives). However, the availability of other @éstigative or intelligence information might enhanc
the value of class characteristic results, espgciahere exclusion is critical to focusing the

investigation.

In support of the forensic examination plan, eathhe forensic laboratories will then prepare an
analytical plan in consultation with the lead inigative authority. This consultation is importaat
ensure that key requirements of the examination pl& not overlooked in the preparation of the

analytical plans of each of the forensic laboratri

4.1. DEVELOPMENT OF A NUCLEAR FORENSIC ANALYTICAL PAN

Once specific requirements are defined in a fooeagamination plan, a nuclear forensic analytical
plan should be developed to specifically describatwypes of analyses will be performed in order to
meet the requirements of the investigation. Therdggd elements of a nuclear forensic analyticahpl
include material characterization methods, as destin Section 6.3. The nuclear forensic analytica
plan should be prepared by the designated nuabeengic laboratory or laboratories, with input and
ultimately concurrence from the investigating auitfyosuch that it meets the needs of the forensic
examination plan and the investigation. The nucfeaensic analytical plan must be flexible and

adaptable, so that as new information is obtaihealigh the investigation or through sample analysis

18



© 00 N o O b~

10
11
12
13
14
15

16
17

the requirements for the forensic examination maydvised. The plan can be modified as needed,

with appropriate consultation and documentation.

4.1.1. Types of samples and analyses

The types of samples and analyses required to anbe/guestions posed should be considered when
developing a nuclear forensic analytical plan. €bprovides some examples of the types of samples
that could be collected during an investigationaohuclear security event, their potential forensic

value and the specific examination requirementséfmh samples. Due to the diverse nature of these
types of samples and their specific requirementsialy not be possible to analyse the sample in the
same physical location (e.g. room, laboratory,) etod this should be accounted for when developing
the analytical plan. For example, if trace radidigcanalysis is required, these measurements would
not be conducted with or near the same experimapiadratus that performs bulk analysis of nuclear

or other radioactive material. Once analyses hasenbperformed, it may be necessary to use
additional expertise to interpret analytical resalhd formulate nuclear forensic findings in reggon

to the forensic examination plan. This expertisey ma@ed to be obtained from outside the laboratory

that performed the measurements.

TABLE 3. TYPES OF SAMPLES THAT COULD BE ANALYZED TGSUPPORT A FORENSIC
EXAMINATION PLAN

Sampletype Potential forensic value Laboratory considerations

Bulk nuclear or other radioactive Determine violation of possession statute€apability and infrastructure for

material . . . . handling and characterizing bulk
Identify possible material origins 9 g

radioactive and nuclear materials.
Identify material process history Expertise in nuclear fuel cycle

Connect cases where the same material technology to interpret results

was discovered

Items contaminated with nuclear Identify places where nuclear or other  Experience with trace analysis of
or other radioactive material radioactive materials have been handled radioactive materials and
or processed understanding of potential limitations

. - of such samples and results (e.g.
Identify additional nuclear or other P (e.g

. . . influence of environmental
radioactive material that may have been

previously handled at a location where a background). Ability to isolate and

. analyse small samples.
bulk material was found Y P

Expertise with traditional forensic

Link suspected people to material
analysis and interpretation
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Sampletype Potential forensic value Laboratory consider ations

Biological samples (urine, blood, Identify individuals who have handled  Experience with bioassay analyses or
hair, tissue, etc.) nuclear or other radioactive material blood dosimetry. Health physics or

Identify individuals who have had an radiobiology expertise to interpret

_ results

external radiation dose

Connect individuals to events involving

nuclear or other radioactive material
Environmental or geologic Determine possible smuggling routes or Expertise with environmental analysis
samples associated with the pathways which the nuclear or other (minerals, dust, pollens, etc.) and
nuclear or other radioactive radioactive material travelled interpretation of geologic and
material geochemical data

4.1.2. Laboratory considerations

The laboratory undertaking the nuclear forensiclyemms should operate under a quality assurance
plan, which includes sample chain of custody, \&éd analytical procedures, staff with demonstrated
competencies, documented procedures, standardtingpdorms and records management. The
procedures should include statements on the cootrobntamination or cross-contamination. When

developing a nuclear forensic analytical plan, Himratory should identify procedures that will be

followed, the quantity of material needed for eawhalysis, plus any foreseen deviations from
documented procedures. The nuclear forensic aocalyfilan should also address any required
interface with traditional forensic analyses, fgample if the nuclear forensic laboratory will &$n

the collection of traditional evidence or decontaabé materials prior to examination by a traditiona

forensics laboratory (see Section 5). Furthermiire,evidentiary value of nuclear forensic findings,

even when based on analyses adhering to the re¢lgvatocols and standards, may be severely
compromised by straying outside the parametersreqdested examinations set out in the forensic
examination plan. Therefore, law enforcement espshould unambiguously communicate which

methods and standards are acceptable for useauraaf law, as well as the implications of depagti

from the examination plan.

4.2. SUBSAMPLING

For bulk nuclear or radioactive material samples,éntire sample may be larger than the sample size
requirements described in the analytical plan. &meay also be limits on the mass or activity tteat c

be received and analysed at a laboratory. Thereformay be necessary to divide the material,
referred to as subsampling, prior to shipment te #nalysis laboratory. Given the potential

heterogeneity of a forensic sample, subsamplingppods require special consideration and methods
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to ensure subsamples are truly representativeeobtitk material. Any limitations of these methods

should be described in the analytical plan.

Regardless of whether subsampling is done at Hwdtory performing analysis or at another location
prior to shipment, techniques should be used foresentative sampling that minimize the possibility
of potentially misleading results attributable e heterogeneity of the evidence. In extreme céses,
need for representative samples might require aisabf individual particles; more commonly bulk
analysis is sufficient. When the amount of ava#abtaterial is small, subsampling may not be
required or may prove difficult; however, in suchses, the nuclear forensic analytical plan must
prioritize the allocation of the limited amount mterial. In these cases, it is important thahalt-
destructive analyses be performed prior to perfiognany analyses that will consume or might alter
the sample characteristics. In addition, for smalhples, trace and micro-analytical techniques may
be more appropriate than techniques optimizeddager amounts of material. Subsampling has the
potential to introduce contamination or to compregnevidence and appropriate caution should be

taken.

4.3. EVIDENCE DISTRIBUTION

Once the forensic examination plan and analytidah$ have been established and any required
subsampling has been done, the evidence will thesdrto be distributed to the laboratories

performing the analyses.

Forensic samples should be transported to lab@eatasing methods that maintain chain of custody
(e.g. the use of sealing devices or tags, if deemeedssary). In order to minimize potential alierat

of the evidence during transport, the effects @& thansportation conditions such as temperature,
humidity or vibrations may need to be addressec fransport of nuclear and other radioactive
materials requires careful planning, and havingviddals available with expertise in the transpafrt
hazardous materials, including nuclear materiasreiquired. Additionally, reliable and sustained
communication between the shipper and receiver aviure required procedures are followed for

introducing nuclear or other radioactive samplés alaboratory.

5. FORENSIC EXAMINATIONS OF EVIDENCE CONTAMINATED WITH RADIOACTIVE
MATERIALS

Examinations of physical and documentary evidemcelacted in traditional forensic disciplines are a
routine element of investigations conducted by stigating authorities. Examples of these disci@ine
include fingerprints; genetic markers (such as earcland mitochondrial DNA); shoe and tire

impressions; toolmarks; explosives, paints androthemicals; metallurgy; questioned documents;
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trace evidence, such as fibres, hairs, and polland;forensic medicine. (Additional comments on

these disciplines are given in Appendix Ill.)

The conduct of examinations in traditional forenglisciplines complements nuclear forensic
examinations. Both yield results that might aiddetermining whether linkages exist among people,
places, events and processes and whether thosgdinlare diagnostic of where regulatory control of
the nuclear or other radioactive material was [bsese results can prove especially useful whexe th
permit individualization (association with a singleurce — person, place, thing or event) or thieyval
certain sources to be excluded from further comattn. The potential for radioactive material ® b
present as a contaminant on physical evidence miseaaunique challenge for examinations conducted

in traditional forensic disciplines.

5.1. CONTAMINATED EVIDENCE

Any evidence associated with a nuclear securitynevaust be examined to determine whether
radioactivity is detected. Evidence found to bee foé radioactive material can be submitted directly
for forensic examinations, once released by thepedemt authority, as there is no risk of a radmatio
hazard. Similarly, evidence that is determined twtbe contaminated with radioactive material

presents no concern that the character of the rsgdmight be degraded by radiation.

Special considerations are required when eviden&aown or suspected to have radioactive material
present. Such evidence is often referred to astacoimated’. However, the term ‘contaminated
evidence’ connotes a different meaning for therfsi® scientist and for the nuclear forensic scénti

and the term merits discussion.

In one sense of the term, ‘contaminated eviderefers to the direct or indirect transfer of extieune
material to a forensic sample or scene of a crifes meaning is commonly used in the forensic
science community, and may also be referred to aess contamination’. Evidence that is
contaminated with extraneous material, and thus pcomised, has limited or no value for
investigative purposes and must be evaluated direfhus, such contaminated evidence is to be

largely avoided for forensic examination purposes.

In the second sense of the term, ‘contaminatedeecig refers to the presence of radioactive materia
on or within physical evidence. This meaning is ownly used by nuclear forensic practitioners and
is the intended meaning in this document (alsorrefeto herein as evidence contaminated with
radioactive material). Evidence that is contamidatgéth radioactive material may affect the manner
and timeliness in which the evidence is examinednay alter the signature that is the goal of the
forensic examination. Therefore, in the contexhwtlear forensics, the examination of ‘contaminated

evidence’ requires special planning and procedures.
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5.2. HANDLING EVIDENCE CONTAMINATED WITH RADIOACTIVE MATERIAL

When confronted with the need to conduct examinatia traditional forensic disciplines on evidence

contaminated with radioactive material, two apphescare possible. The first approach involves
removal or separation of the radioactive materi@mf the evidence prior to conducting any

examinations. This is often referred to as decoimation of the evidence. The second approach
involves the conduct of these examinations direotlythe evidence contaminated with radioactive
material. Both approaches may require input fromtipla agencies, in particular from agencies

outside the law enforcement community. For thissoea there may be a need for extensive
consultation between the relevant experts for #neldpment of the forensic examination plan and
prior to the handling of evidence contaminated wéttioactive material. Each approach offers certain
advantages and suffers from certain disadvantdgesntust be evaluated during the course of the

investigation and are described below.

5.2.1. Removal of the radioactive material

Radioactive material may be removed from the ewiddny physical or chemical processes. Various
techniques exist for this purpose, and the selectidhe best one will depend on, among other facto
the form of the evidence, the form of the radioactinaterial present, the type of examination to be
performed and practices dictated by national oamllamnsiderations. Removal of the radioactive
material prior to the conduct of an examinationairtraditional forensic discipline offers several

advantages. Among them are:

O The removal of the radioactive material permitssefocontact between the examiner and the

evidence, since the risk of any exposure to raiidtas been minimized;

O The processing of the evidence can be performednianner similar to that for evidence that
has not been contaminated with nuclear or othéoaative material, eliminating any need to
develop, train and, where applicable, certify tleespn(s) in radioactive material handling

techniques;
0 The need for specialized infrastructure to supft@tconduct of the examination is avoided.

There are, however, some disadvantages associétethe/ removal of the radioactive material prior

to the conduct of an examination in a traditiomaehsic discipline. These include:
O The time and expert resources that are typicatiyired to remove the radioactive material;

0 The potential for evidence to be altered in somenmaa that might render any findings

inaccurate or degrade the feature that is the subjghe examination;
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O The potential for incomplete removal of the radidac material increases the possibility of
introducing radiation effects on the examinatigell as inadvertent exposure of examiners,
although strict adherence to operating proceducesetrify the removal of radioactive

materials would alleviate the potential for unirded exposure;

O The need to manage the evidence and waste gendratedhe removal of the radioactive

material.

Research into the effects of different removal téghes on individual physical examinations has been
conducted internationally [24]. This work highlightsome conclusions regarding when it is
appropriate to attempt removal of the radioactivaterial from certain types of evidence. These
conclusions, and further research, should be usedetelop protocols for handling evidence
contaminated with radioactive material. These profmust be considered in advance of the conduct

of an examination related to an investigation ntialear security event.

5.2.2. Examination in the presence of radioactive material

Examinations on evidence contaminated with radieacmaterial can alternatively be conducted

without removal of the radioactive material. Thigpeoach has several advantages, including:

O Minimizing the possible loss or degradation of feats important to the examination that

might have been caused by the process used to ectinevadioactive material,

O Expediency of the examinations, which can commeinu@ediately upon receipt of the
evidence (assuming the availability of qualifiedrquanel, appropriate equipment and

instrumentation and a written analytical plan).

However, directly examining physical evidence ia firesence of radioactive material carries certain

disadvantages, including:

O The need for specialized facilities that can penfagxaminations in traditional forensic
disciplines in the presence of radioactive matemalluding equipment and instruments that

may need to be dedicated to use in these facjlities

U Extensive preplanning may be required for each dfpexamination to establish protocols for
performing the examinations within the specialifacility and to demonstrate that results are
equivalent to those obtained for the same exansinatonducted on evidence that is not

contaminated with radioactive material;

O Examiners must be trained to work in the specidlifazilities and must demonstrate their

proficiency at processing their examinations urtiese modified conditions or alternatively
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nuclear or radiation laboratory personnel mustéee¢d to process evidence for examinations

in traditional forensic disciplines;

O Prolonged exposure to radiation may degrade orwibe alter forensic attributes that are the
target of the examination. Research may be requirettermine whether such exposure has
any effects and, if so, whether these effects mightmitigated. This should be done in

advance of the investigation.

5.2.3. Determination of the appropriate approach

The decision of whether to attempt removal of thdioactive material from the evidence or to
conduct examinations in the presence of the rati@aenaterial will be included in the forensic

examination plan and be dependent on factors ssich a
0 Nature of the examinations to be performed,;
O Availability of required resources for the condatthese examinations;

O Information and findings obtained to date from istgative or intelligence methods, and

from any related examinations that have been peddr
O National policies and procedures for respondinguiciear security events.

Consideration of these and other factors reinfotbesneed to plan and develop procedures, as a part
of a national response plan, for the conduct ofmémations on evidence contaminated with

radioactive material in advance of any nuclear sgcevent.

6. NUCLEAR FORENSIC LABORATORY ANALYSIS

Based on the on-scene categorization and the foremamination plan, the need for further
characterization of the nuclear or other radio&ctivaterial may be necessary. This characterization
should take place in a designated nuclear foreladioratory. Prior to commencing analysis, the
laboratory should develop a nuclear forensic amalytplan, which will be agreed to by the

investigative authority, as discussed in Sectidn 4.

6.1. NUCLEAR FORENSIC CHARACTERIZATION

Nuclear forensic characterization follows the oarsx categorization performed at the onset of an
investigation into a nuclear security event. Thalgd characterization is to determine the propsrti
of the nuclear or other radioactive material thtoyghysical, chemical, elemental and isotopic
analysis, including major, minor and trace conetitg, as necessary. Nuclear forensic charactenizati

does not typically include analysis using traditibriorensic disciplines, nor does it comprise
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interpretative steps to include reactor modelling aearches of a national nuclear forensics libi@ry
identify probable origins of the material. As sutlhe characterization will take less time than full

interpretation.
6.2. DESIGNATED NUCLEAR FORENSIC LABORATORY

Designated nuclear forensic laboratories are theds@ratories that have been identified by a State a
being capable of receiving samples of nuclear anottoer radioactive materials for the purposes of
supporting nuclear forensic examinations. The iateand decision process for identifying a
laboratory as a designated nuclear forensic labogras the responsibility of each State. Once the
investigating authority has determined that a rarcferensic examination is required, the evidence
should be sent to a laboratory that has been fo=htais being prepared and equipped to receive the
samples (nuclear material, radioactive materiatjence contaminated with radioactive material or a
combination thereof) and analyse them using thesired combination of analytical techniques.
Communication between the investigating authorityg ¢he laboratory should commence as early as
possible following the response to the event so ldizoratory requirements and capabilities can be
communicated and planning and preparations for Eampeipt and analysis can be made through the
development of the forensic examination plan ane tiuclear forensic analytical plan. When
transporting the evidence to, and admitting evidesic a designated nuclear forensic laboratory, due
regard to the evidence handling should be obserieduding appropriate chain of custody

arrangements for sample handling.

The extent of capabilities available at designatediear forensic laboratories is likely to varyrfro
State to State. Some States may not have a desiigmatiear forensic laboratory of their own and wil
rely on bilateral or multilateral assistance fortemml characterization. Other States may have
established designated laboratories for undertakorge aspects of material characterization or for
some types of material, with plans in place to esgjassistance for specialized techniques. Ordyva f
States worldwide have laboratories possessing lacéuhplement of the required nuclear forensic
analytical tools and techniques. It is important dState to have a thorough understanding of its
capability to ensure it is prepared for any evelitiyancluding the potential to request, receive o
provide assistance to undertake nuclear forensitysis in support of an investigation into a nuclea

security event.

It is important for the State to ensure that angigleated nuclear forensic laboratory is capable of
undertaking a nuclear forensic examination andttiey have validated analytical methods, staff with
demonstrated competencies and documented procedfceseditation of the laboratory to an

internationally recognised quality standard (e$019001, ISO 14001, ISO/IEC 17025, OHSAS
18001) is advantageous. In addition, the designatedear forensic laboratory needs to be

appropriately licensed to receive the nuclear ahdraadioactive material, with the ability to hénd
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large amounts (in terms of mass and activity) otemal, while still being able to analyse trace
constituents. Designated nuclear forensic labaeg@hould possess glove boxes or, for cases where
highly radioactive samples are anticipated, hdsc&he designated nuclear forensic laboratory shou
also have appropriate laboratory facilities andragenal procedures to ensure minimization of the

risk of cross-contamination between samples.

The designated nuclear forensic laboratory shoalfully compliant with environmental, safety and
health protocols, hazardous waste disposal proesdamd hazardous material handling and storage.
The laboratory should also have appropriate phlygicatection measures implemented and have

proper procedures in place as necessary for tfmuating and control of nuclear material.

6.3. ANALYTICAL TOOLS

The nuclear forensic scientist has a wide arrapols to use for measuring properties of nuclear an
other radioactive material. Appendix Il providessdgptions of many of the analytical techniques
used for nuclear forensic characterization. Thed&idual techniques fall into three broad categsiri

imaging, bulk analysis and microanalysis tools.

Imaging tools produce high magnification imagesneaps of the material surface and provide
information on sample homogeneity or heterogenaity microstructure. Assessing the degree of
sample heterogeneity is important. If the matersalheterogeneous, bulk analysis will not be
representative of the signatures from the individuemponents. Imaging can reveal the spatial and
microstructural features (e.g. texture, grain dtme) that may provide information about the

thermodynamic or mechanical processing of the sampl

Bulk analysis tools allow characterization of eitla® entire sample or a portion of the sample to
determine the average properties of the materibhr&terization may include physical, chemical,
elemental and/or isotopic measurements. For budkyais it is necessary to have sufficient matddal
measure trace constituents accurately and preciBleé/presence or absence of trace constituents and
their corresponding concentration are often imptrfar providing information about manufacturing
processes used. If imaging analysis confirms thatsample is heterogeneous, then microanalysis
tools can quantitatively or semi-quantitatively idwerize the individual constituents of the materi

Microanalysis tools also incorporate surface meaments, which can identify trace surface

% Microanalysis involves the chemical identificatiand or quantitative analysis of very small sampieserally

less than 1 milligram).
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contaminants or measure the composition of thierayr coatings, which could provide important

information for interpretation.

6.4. SEQUENCING OF TECHNIQUES AND METHODS

Many of the analytical tools used in the analysisnaclear or other radioactive material are

destructive techniques, i.e., the sample is condutneing the preparation or analysis. Therefore, th

proper selection and sequencing of analytical techss is critical and should be detailed in the
nuclear forensic analytical plan. The analysise¢gbrformed as part of characterization will ifiyia

be guided by the categorization of the materiale $Rquencing of analytical techniques should be
based upon the questions to be answered from tastigating authority according to the forensic

examination plan, taking into account the amourdashple available for analysis, information already
available, and the potential signatures (physidag¢mical, elemental and isotopic) that might lead t

precise interpretation.

The Nuclear Forensics International Technical WagkiGroup (ITWG) as association of nuclear
forensics practitioners has developed a recommimdah the sequencing of techniques to provide
the most valuable information as early as possiblthe analysis process. This recommendation is
based on expert opinion and on experience gathieoed three collaborative analytical exercises
undertaken by the ITWG Nuclear Forensic LaborasoitNFLY). Table 4 shows the generally
accepted sequence of analysis, broken down intmigees that could be performed within 24 hours,
one week or two months from the sample arrivalhat designated nuclear forensic laboratory (see
Appendix Il for descriptions of frequently used heiues). Some techniques can also be used at a
later time, to achieve more precise analytical ltesising longer measurement times. The use of such
timescales to complete material analyses may alsteghe expected intervals of reporting results,
which may correspond to 48 hours, two weeks, and foonths, depending on the situation. The
length of the characterization process will dependhe workload of the laboratory, the nature ef th
sample and the requirements of the investigatidaildd in the forensic examination plan, but with a

goal of completion within two months after recedpthe sample(s).

* The INFL is composed of those laboratories thaehgarticipated in one or more of the ITWG colladiive
exercises, which are discussed in Appendix IV, dechonstrated its analytical capability in nuclead ather

radioactive material analyses.
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TABLE 4. LABORATORY METHODS AND TECHNIQUES WITH TYRCAL TIMESCALES
FOR COMPLETION OF ANALYSES

Techniques/methods Conducted within
24 hours One week Two months
Radiological / - Dose rated, B, v, n)
health and safety - Surface contamination
- Radiography
Physical characterization - Visual inspection Microstructure, morphology, etc. Nanostructure,
. . hology, etc.
- Photography - Scanning electron microscopy RN e
. s SEM -T issi lect
- Weight determination ( ) gnsmission electron
. . microscopy
- Dimensional determination X ray diffraction
- Optical microscopy
- Density
Isotopic analysis - High resolution gamma ray - Thermal ionization mass - Secondary ion mass
spectrometry (HRGS) spectrometry (TIMS) spectrometry (SIMS)
- Inductively coupled plasma - Radioactive counting
mass spectrometry (ICP-MS) techniques
Radiochronometry - HRGS (for Pu) - ICP-MS - HRGS (for U)
- Alpha spectrometry
Elemental/chemical - X ray fluorescence - ICP-MS - Gas chromatography
composition . mass spectrometr
posit - Chemical assay P y
- Fourier transform infra-red
spectrometry
- SEM / X ray spectrometry
- Isotope dilution mass
spectrometry
Traditional forensic - Collection of evidence - Analysis and
science disciplines associated with traditional interpretation of evidence
forensic disciplines associated with traditional

forensic disciplines
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6.5. SAMPLE ANALYSIS

After the arrival of the sample at the laboratdtys useful to repeat the categorization of thdemal

under controlled conditions. Repetition confirmse thn-scene analysis, and could provide new
information, including the total amount of nuclear other radioactive material present. High
resolution gamma ray spectrometry (HRGS) is esslefitr the categorization at the designated

nuclear forensic laboratory.

The characterization of nuclear or other radio&ctimaterial may consist of physical, chemical,

elemental, and isotopic measurements, as desdrddeds and in Table 4.

6.5.1. Physical measurements

The first step in sample characterization usuatlyolves a visual inspection of the material,
photographic documentation, and, in the case df balid items, documentation of the dimensions
and mass of the item. The physical characteristidhe item, for example its dimensions, diameter,
height, colour, weight and density may reveal sidfit information at the macroscopic scale to
identify the sample. For example, in the case daflear reactor fuel pellets, the dimensions and
geometry of a fresh nuclear fuel pellet are oftenque to a given manufacturer. For sealed
radioisotope sources, the size, activity and th@nseand material of encapsulation often provide

insights regarding the manufacturer of the seabedce.

On the microscopic scale, microstructural feat@nesble comparisons of materials. For example, the
grain size distribution and the grain structureucdnium oxide fuel pellets can provide information
about their production processes. In the case wilpo or swipe samples, particle morphology may

exhibit distinguishing features that result frorffetient production processes.

6.5.2. Chemical and elemental measurements

The chemical form of the nuclear material (metaide or an intermediate product, e.g. ammonium
diuranate) or other radioactive material is an irtgoat indicator that may reveal information abd t
production process of the material, and may proundéght about its intended use. In the case of a
uranium intermediate product, the compound can givendication about the process used to produce

the material, and as a result, narrow the numbppss$ible production facilities.

Besides the nuclear or other radioactive matedfisterest, many other elements may be present in
the investigated material, sometimes at conceatrsitexceeding that of the radioactive component.
These additional components can be added intefifjoimathe material to achieve certain material
properties (e.g. gallium to stabilise thephase of plutonium or erbium and gadolinium totoan
nuclear fuel reactivity). Unintentional chemicalguorities can also be present as a result of relsidua

elements from the initial feed materials or resiguaom chemicals added during the production
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process (e.g. acid residues), as well as from simmoor abrasion of vessels and pipe work. If these
elements are present at the trace level, theyedeered to as impurities. Therefore, the measurémen
of these elements for nuclear forensics is of utrimoportance, as they can provide information not

only on the intended lawful use, but also on th&e® material or on the production facility.

6.5.3. | sotopic measurements

Isotopic measurements are made to determine thepisoabundance of elements present in the
nuclear or other radioactive material. The isot@handance provides information about the material
history and its intended use, e.g. is the matefiakhtural isotopic composition, has it been ergttbr
reprocessed, is it for nuclear fuel use, is it@red for potential use in a nuclear explosive. @esthe
major fissile isotopesU and***Pu), the minor isotopes of uranium and plutoniung.(°U and

2%y %) may reveal any previous irradiation historyhef material.
y yp

Radiochronometry uses isotope measurements taxdetethe amount of time that has elapsed since
nuclear or other radioactive material was last dbally purified; in other words, the time when
daughter nuclides were removed from their parenlisghes is the point at which ‘the radiochronometer
age was reset to zero'. The concentration of decagiucts of uranium and plutonium, referred to as
the ‘daughter’ products (e.§°Th, **’Am), can be measured and compared to the condentitthe
‘parent’ isotope, thereby determining the age ad tluclear material. Radiochronometry is also
applicable to radioisotope sources such*48s, which decays t6*'Ba, and thus forms a parent-

daughter pair.

Besides the isotopic composition of the fissileredats and their decay products, the presence and
isotopic composition of some other elements caexydoited in order to provide information about
the origin of a sample, based on known naturabjsotvariations worldwide. The isotope ratios of
such elements in a sample can be indicative eithéhe process and the production location (e.g.
80/**0 ratio) or of the feed material (€%SrF°Sr, ***Nd/**Nd ratio).

7.NUCLEAR FORENSIC INTERPRETATION

Nuclear forensic interpretation involves the assiboi of analytical data with existing information
types of material, origins and methods of produrctib nuclear or other radioactive material, andhwit
prior cases involving similar material. Nucleardosic interpretation provides context, explanations

for the analytical results, and the basis of nudieeensic findings.

7.1. PROCESSES OF INTERPRETATION

Nuclear forensic signatures are the data charattsrior set of characteristics of a given sample o

nuclear or other radioactive material that enabke sample to be distinguished, by way of either
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exclusion or inclusion. These signatures may helé¢ntify the processes that created the material

and its subsequent history.

In order to predict and understand relevant sigeatthroughout the nuclear fuel cycle and to intrp

analytical results both an empirical approach, iving the previous analysis of nuclear and other
radioactive materials, and a modelling approackedaipon the chemistry and physics of nuclear fuel
cycle processes, are used. Knowledge of analyditiahce can guide the selection of the appropriate

methods to verify the presence or absence of nufdeansic signatures.

Nuclear forensic interpretation requires comparisbithe results from the sample in question with
existing or known materials information. In genemakingle signature of a material (e.g. an isatopi
measurement) is usually not sufficient to discerspacific sample from known classes of similar
materials. Unlike traditional fingerprint analysis,is impractical for nuclear forensics to rely on
sample-to-sample matching. However, combinationsigfatures, such as isotopic measurements,
impurities and microstructure, when used togetpeoyide increased confidence in associating a
specific sample with known classes of similar materThe use of signature combinations also
enables the exclusion of a specific sample fromnknolasses of materials, which is also valuable for

nuclear forensic interpretation.

Resources that may assist in comparisons with krdasses of material information include national
nuclear forensics libraries, knowledge of nucleaelfcycle processes and radioactive source

manufacturing, existing literature and archived glasithat could be reanalysed for comparison.

Table 5 lists some information which may be reqlit@ answer questions about a plutonium sample

and the signatures used to obtain the information.

TABLE 5. EXAMPLES OF RELEVANT RADIONUCLIDE SIGNATURES IN PLUTONIUM

Information required Signature

Chemical processing date In-growth of daughter isotopes
Chemical processing techniques Residual elementsu(tatd)
Use as energy source Activity of Pu isotopes®%u)
Neutron spectrum and burn-up of the fuel in thetea Pu isotope ratios (e. dPu’Pu)

7.2. DEVELOPMENT OF A NATIONAL NUCLEAR FORENSICS BRARY

A national nuclear forensics library is an orgadizellection of descriptions and data charactessti
of nuclear and other radioactive materials produesed or stored within a State. In some cases

archives of physical samples may be included iratonal nuclear forensics library. The library is
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established, maintained and controlled by individitates at all times and are commensurate with the
size and complexity of a State’s nuclear and othdioactive material holdings. A national nuclear
forensics library provides a mechanism for comgaidmd associating measured characteristics of
seized nuclear or other radioactive material wiginatures of classes of known material (e.g. is®top
ratios, chemical compaosition, impurities, physichbracteristics). The most important purpose of a
national nuclear forensics library is to assisttatésto assess whether material encountered out of
regulatory control is or is not consistent with leac or other radioactive material produced, used o
stored within the State. Thus, a national nucleaerfsics library is an invaluable tool for nuclear

forensic interpretation.

With the development of national nuclear forendilosaries using a common conceptual organizing
framework, as described in the IAEA implementingdguDevelopment of a National Nuclear
Forensics Library [6] currently in preparation, hlear forensic information can be compared

voluntarily between States with confidence.

7.3. KNOWLEDGE OF NUCLEAR FUEL CYCLE PROCESSES ANFADIOACTIVE SOURCE
MANUFACTURING

Nuclear forensic signatures are imparted to nu@edrother radioactive materials at various pamts
their history, including during their manufactutdnderstanding how these signatures are created,
persist, and modified during material productioogasses is critical to nuclear forensic interpretat

As a result, knowledge of nuclear fuel cycle preessand the manufacturing of radioactive sources is
fundamental for the effective interpretation ofdedtory measurements. Such knowledge is obtained
from subject matter expertise, usually residentairnvariety of international, national and non-

governmental entities.

Modelling or simulation of nuclear fuel cycle or mdal production processes can predict how
signatures are imparted to nuclear and other rati@amaterials during their production. Modelling

may also improve the understanding about phenortieatacreate or modify signatures, as well as
those that enable the persistence of signatureswkédge gained through process modelling helps

provide the context for subsequent laboratory measents and may also help reveal new signatures.

Comparing the results of material characterizatigim signature families from process information
(e.g. isotopic measurements, impurities, microstmat features) provides an understanding about
how the material may have been made and its intknse. Conversely, such comparisons also enable
production processes and intended uses to be edlérdm consideration, if no association is

established between characterization results amfgpsignature families.
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7.3.1. Archived material

Comparative analyses of archived nuclear and otidipactive material, including seized material,

can greatly contribute to confidence in nucleaefaic findings. These analyses allow the nuclear
forensic expert to establish connections betweerntaterial and the processes used in its production
or manufacture. As new signatures are discoveratddipend on new analytical methods, it becomes
increasingly important that archived data be acamigs by archived material. Then, the old material

can be re-analysed using new analytical methodgtendesulting data evaluated for the presence or
absence of the newly discovered signatures. Saamol@ives maintained by operators, producers,
regulators, environmental laboratories, and otlwars include previously analysed samples, reactor
fuel, quality control samples and industrial radidse sources. Any existing archived samples should

be recorded in a national nuclear forensics library

7.3.2. Open literature

Many of the basic nuclear processes are documémtexktbooks, reports and journal articles in the
open literature. These documents can be foundcimteal libraries and on the Internet. The IAEA
nuclear information website (http://nucleus.iaeg)prfor example, has a number of databases that

document publicly available information about naclécilities around the world.

7.3.3. Closed literature

Proprietary or classified information or processesy only be documented in ‘closed’ literature.
Companies may be willing to share proprietary infation with nuclear forensic authorities or
national laboratories after the execution of anrappate non-disclosure agreement. In addition,
nuclear institutes, relevant ministries and natidaboratories may be able to access the classified

literature within their own State, but are not likeo access those of other States.

7.4. DEDUCTIVE AND ITERATIVE PROCESS

Nuclear forensic analysis and interpretation iduttive and iterative process, as depicted inrEigu
2. Executing the analytical plan produces resuitt tan be compared with existing or known
materials information, and such comparisons leadnterpretation, the context of the analytical
results. The comparative process involving anaytiesults and known material information is
iterative because each comparison provides newnnaftion that can identify further analyses or
comparisons that may uncover additional and disndtng signatures. This comparative process is
also deductive because it will inherently excludstenals from potential processes, locations oeoth
origins. For example, comparisons of analyticalultssfrom seized nuclear material with known
production processes will identify likely productiqorocesses that could have made the seized

material, as well as those processes that couldhage made the seized material. Additional
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comparisons with other existing production procgesseanalytical measurements will serve to narrow
the list of likely production processes responsiblethe production of the seized material. In gahe
comparisons with known or existing class charasties may lead to exclusion of classes from further

consideration.

Access to nuclear forensic expertise, a nationalean forensics library, and archived samples if
available, are important tools that allow the nacl®rensic expert to compare analytical resulth wi
known or existing materials information. Each oégh tools enables comparisons that will generate

“next step” comparisons or analytical measuremgvaswill provide context for the analytical result

As results of the analyses are received and imgtygy they may vyield information that law
enforcement personnel might use for purposes ohtrestigation. There may be times when a nuclear
forensics examination cannot definitively conclud®v a material was made or where it may have
originated, but may still be able to exclude prsessthat are inconsistent with the material’'s
production history. Both actions — generating itigegive leads and excluding certain scenarios —
serve to narrow the focus of the investigationafyn the results of investigative activities unaéen

by law enforcement can aid in uncovering additiogstence that might allow the development of
linkages between the nuclear or other radioactiagenal and people, places, times, events and

production processes.

Nuclear Forensics
Analytical Plan

ANALYSIS
Iﬁ ¢ Nuclear & Other Radioactive Materials

e Evidence Contaminated with Radioactive Materials

An
Iterative COMPARISONS
Analytical Results
and with Known Class
Deductive Characteristics
Process Class Excluded

from Further
Consideration

INTERPRETATION
Provides Context for
Analytical Results

FIG 2. Nuclear forensics analysis, comparisons and inter pretation: an iterative and deductive process

to provide context for analytical results
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8. NUCLEAR FORENSIC FINDINGS

Nuclear forensic findings are the product of nuclesensic analysis and interpretation. They may be
obtained to support a law enforcement investigatioisupport regulators, policy makers and other
relevant stakeholders in improving nuclear secwitgl preventing future nuclear security events. The
key questions posed in all scenarios would likedythie same: type of material, possible origin ef th

material, and probable method(s) of production.

8.1. CONFIDENCE IN FINDINGS

In general, confidence in analytical results degendon three factors: 1) validated methods, 2)
certified reference materials and 3) demonstratedpetencies. Use of validated methods ensures that
the analysis is suitable for the material and clpabmeasuring the analyte(s) of interest. Theaifse
certified reference materials ensures that measmmare benchmarked against known and certified
values. Validated methods and certified referenegerials provide confidence in findings through
demonstrating a measure of reliability in the prhoes by which they are obtained. The use of

demonstrated competencies provides confidencesimthividual(s) performing the analyses.

Confidence in interpretation relies upon the atéitan of uncertainties in analytical measurements,
results of iterative comparisons with existing slasformation, and consideration of alternative

explanations pertaining to interpretation of arieit results. Taken together, these three factors
provide defensibility of the interpretation and &ssociated confidence level through demonstrated

understanding of the basis of its formulation.

It is essential that any nuclear forensic analymes interpretation are defensible because nuclear
forensic findings may be used in court in a crirhipeosecution or to identify nuclear security
vulnerabilities. Strict adherence to chain of cdgtgrocedures throughout the investigation and
implementation of quality assurance and qualitytadrprocedures within the laboratories contribute
to confidence in the analytical results. Additidpaéxecution of an analytical plan that uses rpléti
results that converge on specific findings (e.goamting or excluding certain classes of matérials

increases the confidence in the findings and ceimhs.

8.2. COMMUNICATION OF FINDINGS

All nuclear forensic findings should be communicate a written report in a timely manner. The
reports may be acceptable as a scientific repariay be submitted per a standard format or statemen

as required by the national authority or the leagstigative agency.

It is imperative that confidence in the interprietatof results be clearly communicated in accordanc
with the requirements set out in the forensic exation plan. The nuclear forensic findings will be

combined with findings and information from otheisaplines, including other forensic science
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disciplines and information provided by other auiti®s such as national security services, in otder
advance the investigation. The results of the rucferensics analysis and the confidence levels
associated with the findings should be conveyedhimanner that best meets the needs of the

investigation.

In the time sensitive environment following a nalsecurity event, there may be a need to obtain
reliable initial information in as little time awgsible. Nuclear forensic findings will be requeshy

investigators, as well as decision makers and datffigials well before full analysis and interpréta

of measurements are completed. Ideally, a methodrticulating the confidence levels associated
with preliminary reports should be in place. To dd timely information requests by investigators
and decision makers, a summary of preliminary rarcferensic findings should be developed that
report the key findings along with key assumptiahs, confidence levels for these findings and any

alternative explanations.

To assist with expectation management concerniageporting of results, the forensic examination
plan will outline the specific form and timeframeaswhich findings should be communicated. Reports
on the status and findings of the nuclear foreegaminations may be issued periodically, both dyrin
and after the conclusion of a nuclear security evEime preparation of reports may adhere to the 24
hours, one week, and two month reporting timelis@uatlined in Table 4. A final report is also to be
issued after the conclusion of the investigatiohe Tinal report should identify all data and other
information used in the assessment and shouldidesitre rationale, including assumptions, for the
findings. Any data or information that is not catent with the findings should also be identified

within the report, along with the rationale for kxding or discounting that information.

8.3. AFTER ACTION REVIEW

Following the conclusion of an investigation anangbetion of all related legal proceedings, an after
action review may be conducted. This review is efulsexercise for assessing which of the various
analyses and procedures performed during the cofithe investigation met expectations and which
failed to meet expectations. The purpose of arr aftdon review is not to focus exclusively on the
shortcomings, but also to understand what congtbub the success of those actions that met or
exceeded expectations. Conducting an after ackerew provides an opportunity to learn from
experience and to provide feedback into the presessed to plan for and execute nuclear forensic

examinations in the future.

Given the nearly universal need to strengthen me&r®nducting nuclear forensic analysis, States
are encouraged to share with their counterparntghar States any lessons learned from actual nuclea

security events or from the conduct of exercises.
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9. INTERNATIONAL COOPERATION AND ASSISTANCE

International cooperation and assistance is availab advance of, during or following a nuclear
security event. The scope of international coojmmaand assistance in nuclear forensics includes a
range of activities that span awareness raisirggareh and development, international assistante an

capacity building.

9.1. INTERNATIONAL COOPERATION

A number of international organizations, groups dntérgovernmental collaborations promote
awareness of the importance of nuclear forensiegeisas various forms of nuclear forensics support
The Global Initiative to Combat Nuclear Terroris®ICNT), the IAEA, INTERPOL and the Nuclear
Forensics International Technical Working Group WIE) provide various forms of training,
guidelines and assistance. States may also choas®perate bilaterally or multilaterally in thelti

of nuclear forensics. In addition, some States haatonal programs that can provide support to

international partners.

9.1.1 Global Initiative to Combat Nuclear Terrorism (GICNT)

The GICNT is a voluntary partnership working toesigthen global capacity to prevent, detect and
respond to the shared threat of nuclear terroridmough its Nuclear Forensics Working Group, the
GICNT is developing tools to assist political leestep in partner nations to build domestic capacity
in nuclear forensics, including tools to raise amss of nuclear forensics; foster intergovernnhenta

relationships; conduct joint exercises; and pronbe practices for nuclear forensics.

9.1.2 International Atomic Energy Agency (IAEA)

The IAEA provides support to Member States in tlefforts to establish and maintain an effective
nuclear security infrastructure, including nucléanensic capabilities. This is accomplished through
the Nuclear Security Series of publications, insigdguidance on the development of a national
nuclear forensics library and the application & thuclear forensic model action plan; training on
nuclear forensic awareness, radiological crime sgeanagement and nuclear forensic methodologies;

and coordinated research projects.

9.1.3INTERPOL

INTERPOL is an international organization engagedupporting police organizations in preventing
and combating criminality, including radiologicahda nuclear terrorism. Its primary activity is to
facilitate the exchange of information, includimyestigative information, between member States. In
addition, INTERPOL conducts intelligence analys@glivers training to include managing a

radiological crime scene and is able to provideafenal support during an event.
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9.1.4 Nuclear Forensics I nternational Technical Working Group (I TWG)

The ITWG is an informal working group of nucleariesttists, law enforcement personnel, first
responders and nuclear regulatory experts thateatolely form a body of nuclear forensic
practitioners. The objective of ITWG is to advanite discipline of nuclear forensics through
developing effective technical solutions and prowjdadvice to national and international authasitie
to best respond to criminal and intentional unafiled acts involving nuclear or other radioactive
materials. The ITWG develops information and techhiguidelines, conducts nuclear material

analysis exercises, table top exercises and prenooiteeach internationally.

9.2. NUCLEAR FORENSICS ASSISTANCE DURING THE INVERFATION OF A NUCLEAR
SECURITY EVENT

Assistance during the investigation of a nucleaugty event may be facilitated through internagéibn
organizations, as well as bilateral/multilateratesggnents and arrangements. Assistance may include
support for evidence collection, optimizing methadsnalysis, conducting nuclear forensic analysis,
improving confidence in the analyses, collectingade help in nuclear forensic interpretation or

provision of other types of information upon reques
When formulating a request for assistance, theesttng party should consider whether the request
(not listed in priority order):

O Is in response to a specific event in which nucteasther radioactive material has been found

out of regulatory control or is part of a stratégyrepare for such events;

O Is to be considered a sensitive matter and, therefequires protection of sensitive

information or sensitive information assets;

O Permits the sharing of results by the assistingypaith a third party or others not directly
involved in providing the assistance and, if sajemwhat circumstances and how this sharing

is to be accomplished;

0 Requires the assisting party to collect, packagkteansport the nuclear or other radioactive

material from the territory of the requesting paxya facility in the territory of the assisting
party;

O Requires the assisting party to adhere to chacustody and other related evidence handling

requirements that prevail in the legal system efrdquesting party;

O Requires Ministerial level approval from the redires and assisting parties and if so how

these approvals will be obtained;
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O Involves an expectation that the assisting party be reimbursed for costs incurred in

honouring the request or will be expected to absadh costs;

O Requires the provision of testimony by experts fitbin assisting party and, if so, under what
conditions such testimony might be needed (for gamin person, in writing or via a

communication link of some sort);

O Involves consideration of the return of nucleaothver radioactive material to the requesting
party. With regard to this point, both the requesgind the assisting parties should be mindful
of obligations arising from international legal tinsnents with regard to nuclear and other
radioactive materials, such as those containedarConvention on the Physical Protection of
Nuclear Material [7], the International Conventifor the Suppression of Acts of Nuclear

Terrorism [9] and within Safeguards Agreements r@helvant export control regulations.

One approach to facilitate a request for assistamde develop a Statement of Work or similar
document that might be executed between the raggesarty and the assisting party or parties. This
document should address these issues as well eifygpe expectations with regard to timeliness and
means of reporting; development of an analyticahp(if required by the nature of the request);
manner of reporting results; and methods to be.uadéss formal approach might be appropriate
when the request does not require laboratory aesyysuch as a request to share best practices in
nuclear forensics, to offer expert advice on thedoet of nuclear forensic related exercises osgish

with plans for enhancing national capacities foclear forensics.

As such arrangements involve multiple and comp$sues, it is advisable that, within its national
response plan, each State defines and includemréyegements that may be needed in an actual event

in relation to the provision of or request for imtational assistance.

10. NUCLEAR FORENSICS CAPACITY BUILDING

The implementation and sustainment of a nucleaenfsics capability is a State’s responsibility.
Elements, including infrastructure, legal and retpidy frameworks, operations, human capital and

specialized equipment and knowledge, are critizalnt effective nuclear forensic capability.

As such, strategies for implementing, testing smstaining nuclear forensic capability and capacity
are essential to enabling a suitable responsentecigar security event. These strategies will idelu
building awareness of nuclear forensics for stakidre at all levels, appropriate training of exigti
and future personnel, exercising response actaesign of research and development programs to
include effective knowledge management in antiagpatof future requirements, and effective

education in nuclear science to foster and sustgpabilities.
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10.1. AWARENESS

A key element in developing a State’s nuclear fsi@ncapability is awareness of the contribution of
nuclear forensics to the State’'s nuclear secunifyastructure. Increasing awareness of nuclear

forensics for all stakeholders within the State: can

O Promote the understanding of nuclear forensics faithitators and implementers of a nuclear

forensic capability;
0 Clarify roles and responsibilities;
O Increase the knowledge of nuclear forensics amavadl broader understanding;

O Encourage the use of a common terminology amongngorganizations and disciplines.

10.2. TRAINING

A State is responsible for ensuring that its naiamuclear security infrastructure is supported by
appropriately trained personnel. Technical trainemgl human capital development must encompass
the complexities of nuclear forensics as a preventieasure and a capability for response. Traising

an essential component of a sustainable progranmmeuclear forensics as it provides essential
information on the requirements of an investigatioto a nuclear security event, recommended
methods for analysis and interpretation, and the @b nuclear forensics in a State’s nuclear seguri

infrastructure. Training may also be supported ubghointernational nuclear forensics partnerships
(see Appendix IV for some specific examples ofnirgy, as well as exercises and research and

development being implemented through internationgdnizations and groups).

Training requirements should be tailored to the ienmk. For example, to be effective in
communicating scientific results to law enforcemantl policy or decision makers during a nuclear
security event, it is important for nuclear forenspecialists to be trained in effective commurdcat
for these types of situations. Similarly, the IAB¥s developed introductory training, as well as

training focused on specific technical analyticathodologies used in the nuclear forensic laboyator

10.3. EXERCISES

An effective nuclear forensic capability requiresll@boration between science and technology
organizations, law enforcement agencies and otlmrergment agencies both nationally and
internationally. The development of shared collation and cooperation processes and mechanisms
is essential for the continued development of rardierensic capabilities. The planning and executio

of nuclear forensic exercises is a key componebbtdtering this capability.

Nuclear forensic exercises allow States to testdmetlop confidence in their response to a nuclear

security event by placing decision makers and pgrslon a realistic and risk-free situation befare
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event occurs. Exercises are often scenario-basedinafytical in scope. Through exercises,
stakeholders can evaluate their capabilities artdriadéne performance under realistic conditions,
while also assessing roles and responsibilities infatmation sharing pathways and mechanisms.
Exercises allow the opportunity to refine respoasel recovery plans and coordination between
stakeholders. The outcomes and findings from esescshould be used to identify remedial actions,
develop techniques and provide new ideas to imptbgeoverall response. Additionally, by sharing
the findings with trusted partners, States can ecdndheir collective capacity to address emerging

threats.

10.4. RESEARCH AND DEVELOPMENT

Nuclear forensics is an emerging science. In a@éuild confidence in nuclear forensic findingsian
evaluate the viability of nuclear forensic signatuto determine origin and history, research and
development is essential. In particular, reseanchd area include improved procedures and andlytica
techniques for the categorization and charactéoizadf nuclear and other radioactive materials,
identification of nuclear forensic signatures faiclusion in a national nuclear forensics library,
understanding how signatures are created, pergisage modified throughout the nuclear fuel cycle,

and how the signatures can be accurately measured.

Engaging in research and development that promb&escience of nuclear and radioactive material
analysis can maintain and improve a national nudie@nsic capability. Additionally, peer review

through the scientific process promotes acceptandeconfidence in techniques for nuclear or other
radioactive materials analysis and interpretatidoceptance by the scientific community positions

these tools to be adopted subsequently in a nuidesnsic examination.

10.5. EDUCATION AND EXPERTISE DEVELOPMENT

Education and expertise development are key elenwfnan effective, sustainable nuclear forensics
capability. A State must have access to technidf possessing expertise spanning nuclear and
geochemical scientific disciplines most relevanntalear forensics. To ensure a sufficient nuclear
forensics workforce, it will be critical to grow @¢hnext generation of scientists by creating an
academic pathway from undergraduate to post-ddetstady in areas such as radiochemistry, nuclear
engineering and physics, isotope geochemistry, nmatgescience and analytical chemistry. Practical

measures may include:

0 Encouraging collaboration and exchange between at&demic, scientific and policy
communities within the State, to include studentsjversity faculty, technical experts

working in the State’s laboratories and governnuoffitials;
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O Providing resources, such as scholarships, fellgppgstand internships, to students in the
fields listed above at the undergraduate, gradweatd post-graduate levels, including

opportunities for practical research at laborafagjlities;

O Providing assistance to universities to supporbihigling of educational programs relevant to
nuclear forensics, including the promotion of ateidisciplinary approach (for example,
bringing together the chemistry and physics depamtsnto teach a joint nuclear forensics

curriculumy);

O Facilitating the capture and transfer of the unidgeehnical knowledge of current experts

through the mentoring of younger nuclear forensiergists.
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APPENDIX I: TOOLSFOR ON-SCENE ASSESSMENT OF RADIATION SAFETY
HAZARDS

The radiation hazards at the scene should be degdrby a qualified health physics professional and
once understood, are the basis for selection cfopeat protective equipment (PPE), dosimetry, and
contamination control or decontamination requiret®efor working at the scene and handling
radioactive material. This assessment also detesnany off-scene risks to the public or to the
environment that should be mitigated or monitok&then possible, radiation fields should be reduced
using shielding until sources of radiation can béely transported from the scene. In cases where
airborne radioactive material is present, additionsernal dosimetry measurements or bioassay
monitoring should be considered. The radiation tgalf@zards assessment may be part of a larger
common hazards assessment used to evaluate hpresdat at the scene, as described in Section 3.2.
Any equipment for the radiation safety assessmbotuld be properly maintained to ensure it is
operational when needed, including instrument nespwerification and calibration using appropriate
reference materials. It may be necessary to hadedacated vehicle to transport radiation detection

and measurement instruments, shielding, and coridammapplies including specialized PPE.

TABLE 6. EXAMPLES OF EQUIPMENT AND INSTRUMENTS FORN-SCENE RADIATION
SAFETY ASSESSMENT

Objective Equipment / instrument

Protect personnel from external and Standard PPE including gloves, protective suits,

internal contamination shoe covers, respiratory protection

Monitor radiation dose to personnel Personal dosimeters; thermoluminescent
dosimeters (TLDs), electronic dosimeters to

provide real-time readings

Monitor source and area dose rates, Beta, gamma and neutron dose rate meters (may
map radiation fields, identify source, require a telescopic arm for situations involving

determine types of radiation emitted high dose rates)

Monitor personnel, equipment and  Beta / gamma survey meter (Geiger-Muller),
scene for contamination, identify alpha survey meter, swipe or smear material
contaminated areas and source

locations
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Objective Equipment / instrument

Monitor for airborne radioactive Continuous air monitor or air sampler with filters

materials that can be measured with a survey meter

Reducing radiation fields and dose to Portable shielding including for beta, gamma and

on-scene personnel neutron radiation, this can include rubber or
plastic mats and panels for beta; concrete, steel
or lead bricks for gamma; and boron-doped

plastics for neutrons
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APPENDIX Il: TECHNIQUESFOR NUCLEAR FORENSIC CHARACTERIZATION

This appendix describes some of the most commasdy techniques in nuclear forensic analysis, as
shown in Table 4. This list of techniques is repreative and not exhaustive, and there are addition

techniques that could be of value for nuclear fsienexaminations [26].
I1.1. Physical characterization including visual inspection and photography

Visual inspection of a sample provides informati@no a possible identity for the sample especiflly
serial numbers or other identifying marks are enid&ize and shape can be sufficient to identify
some items. A combination of dimensional measurésnand weight of the sample can be used to
calculate the density. For some chemical compotinelsolour of the material can be an important
indicator. Having a calibrated length and colowle@vailable facilitates the documentation of ¢hes

physical measurements.
[1.2. Optical microscopy

Optical microscopy is the first method to inspée sample using higher magnification. An optical
microscope uses magnifying light optics and refidabr transmitted methods of sample illumination
to present magnified images of the sample to tle'sieyes. Viewing samples under transmitted
polarized light can also reveal information. Lighicroscopes can readily magnify an image up to
1000x.

I1.3. Scanning electron microscopy (SEM) / X-ray spectrometry

SEM provides image magnifications up to 10 000hwitconventional thermal filament source or 500
000x with a field emission source. In SEM, a finfidgused electron beam is scanned over the sample.
The interaction of the energetic incident electtmsam and the sample produces backscattered
electrons, secondary electrons and X rays. By measthe signal produced as a function of scan
position, an image or map of the sample can belajisgd. Each type of signal conveys different
information about the sample. For example, secgndkactrons convey high resolution information
about sample morphology. A map of the relativerisiy of backscattered electrons will show the

spatial distribution of material composition basedaverage atomic number.

The X rays generated during SEM or electron miarbpranalysis are a way of measuring the
elemental composition of samples. The X rays camrysed by either of two methods. First, an

energy dispersive X ray spectrometer (EDX) useslid state detector to simultaneously measure the
energy and rate of incident X rays. Second, in laot®n microprobe configuration, a wavelength

dispersive X ray spectrometer (WDX) uses an anadysrystal to sequentially diffract selected X rays

into a gas proportional counter. X ray analysiSnsted to a spatial resolution of aroundufin. The

detection limit of X ray analysis is approximatélyl%, which is element dependent. SEM coupled
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with EDX or WDX can be used to map the abundanekespatial distribution of the elements in the

sample.
I1.4. X ray fluorescence analysis (XRF)

XRF analysis is useful for non-destructive elemeqteantification of a wide variety of samples. An
incident X ray beam excites characteristic secgnéarays in a solid sample that are counted on a
solid state or proportional counter. The deteclionits for XRF are in the range of 10 parts per
million (ppm). Despite the low X ray energies emiitt analysis of the light elements (e.g. boron,

oxygen, and carbon) is possible using mass absarptirrections and an analysing crystal.
I1.5. X ray diffraction analysis (XRD)

XRD analysis is a method for identifying the cheahistructure of crystalline material. An X ray
beam that impinges on regularly ordered latticedengoes constructive and destructive interference
that depends on the spacing of the lattice, theeleagth of the X rays, and the angle of inciderice o
the X ray beam. By rotating the sample relativeatbxed X ray source, variations in interference
occur, leading to characteristic diffraction patter These diffraction patterns can be compared to
reference spectra to identify the specific crystallphase. XRD cannot generate diffraction patterns

from amorphous (non-crystalline) material.
I1.6 Fourier Transform Infrared spectrometry (FTIR)

FTIR is useful for the identification of chemicaropounds. The sample is exposed to a broad band of
infrared frequencies, and the intensity of theew#d or transmitted infrared radiation is measa®d

a function of frequency. From this, an infrared abance spectrum is constructed. Absorption at
specific frequencies is characteristic of certaonds. Thus, the infrared spectrum identifies the
various bonds and functional groups within the roole. There are also libraries of infrared spectra

that help identify unknown compounds or, at leplsice them into certain classes of molecules.
I1.7 Radioactive counting techniques

Each radioactive isotope emits radiation of knowmes and energies at a known rate determined by
its activity. By measurement of the radiations émitfrom a sample it is possible to quantify the
amount of each isotope measured present. Therfewaréypes of radiation that could be considered
for measurement, alpha, beta, gamma and neutrah. tifpe of radiation has its own properties and
methods of detection. The two most important forclear forensics are gamma and alpha

spectrometry and they are further described below.

Gamma spectrometry is the first technique thatseduwhen seized nuclear material is investigated.
Due to the ease of making measurements and thehfgictt is a non-destructive technique and can

require no sample preparation. Gamma rays, i.etopls with energies from ten up to several hundred
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keV, are measured, although they are attenuatgadking or shielding material, especially lead. The
initial categorization measurements on the sceaeairied out with portable gamma spectrometers,
eg. sodium iodide hand-held identifiers or portafeGe. In laboratories, more sophisticated gamma
spectrometry systems with better sensitivity arablgion are used. Thus gamma rays with smaller
abundances can be measured with higher resollioergies close to each other can be resolved in
the spectrum. Commercially available software i®duso deconvolute the low-energy spectra
observed for plutonium and uranium, and allow daloon of the isotopic composition of the material.

It should, however, be noted that some nuclides 3Pu or ?®U cannot be detected by gamma

spectrometry; in these cases mass spectrometsgds u

Gamma spectrometry also plays a key role in newativation analysis, where it is used to measure

those nuclides created by activation of samplesrgactor or neutron generator.

Alpha spectrometry detects alpha particles, whighHg" ions with energies of 3-8 MeV. They are
easily stopped for example by a paper sheet, bea#ubeir strong interaction with matter and hence
radiochemical preparation of samples for counting dpha spectrometry is required. Alpha

spectrometry is thus a destructive technique.

Radiochemistry followed by alpha spectrometry ipamant for measuring plutonium atom ratios.
The radiochemical separation of Pu and Am is egfigémportant because the alpha particles emitted
by **Pu and**Am have similar energies and thus overlap in thecspm. Similarly, the alpha
energies of*Pu and®*®Pu are very close and cannot be resolved in thetrspe. Consequently they

are measured as a sum. The atomic ratf6™®t/%Pu is obtained by the use of mass spectrometry.
[1.8. Chemical assay

Chemical titration and controlled potential couldmeare standard methods for the determination of
the elemental concentration of uranium, plutonimeptunium or other major components of nuclear
fuel material for accountability measurements aoaatability verifications. In chemical titratiothe
sample is made to react with an exactly measureduamof a selective reagent of known
composition, leading to the completion or charastier end point of a well-known stoichiometric
reaction. Titration methods are designaietkr alia, according to the mode of detection of the end
point, e.g. potentiometric and spectrophotometti@ations. In controlled potential coulometry the
element to be analysed is selectively oxidized emtuced at a metallic electrode maintained at a
suitably selected potential. The number of electnesed in the oxidation or reduction is a meastire o

the amount of element present in the sample.

The precision and accuracy of these methods isrbithn 0.1% using a typical sample size of a few

hundred milligrams. The methods are well estabtistied used routinely in nuclear accountancy and
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safeguards laboratories. They can therefore be géfgctive for the characterization of nuclear

material, provided that samples of at least a fawthis of a gram can be made available.
11.9. Radiochemistry

Many samples are too complex for all of the radivacisotopes present to be measured without
initial separation and purification. By utilizine differences in chemical properties of the eleémén

is possible to devise schemes to separate elenoemoups of elements, to allow the measurement of
the isotopes present by radioactive counting metlmoenass spectrometry. The isotopes measured are
related back quantitatively to the original sanipyereferencing to an internal isotopic standardedal

a ‘spike’. The chemical separation and purificatteps increase both the sensitivity and selegtfit

the technique. Radiochemistry is especially impdrt@ allow measurement of isotopes that are
present at low activity and are best measured by #ipha emissions or by mass spectrometry.
Radiochemistry in combination with radioactive ctiog techniques and mass spectrometry has the

potential to measure down to femtogram l@rams) level for some isotopes.
[1.10. Self-Radiography

Radiography techniques may be beneficial for dateng the spatial distribution and activities of

radionuclides in a sample. For example, fissiookir@nalysis and alpha track analysis can locate and
quantify actinides within a sample using solid estaticlear track detectors (SSNTD), and methods
using photographic films or modern charged couplat (CCD) based technologies can locate and

quantify beta or alpha emitters.
[1.11. Mass spectrometry

Mass spectrometry is used to determine the isotogioposition of elements in the material. Mass
spectrometry can also provide quantification (ofteslled an ‘assay’ when applied to major
constituents of the sample) of these elements dingch known quantity of a specific isotope; tls i
known as isotope dilution mass spectrometry. Mpsstsometric methods are able to determine both
radioactive and stable isotopes. In mass spectrgmatoms or molecules are converted into
positively or negatively charged ions. The resgltions are then separated according to their noass t
charge ratio, and the intensities of the resultimps separated ion beams are measured. Elemental
mass spectrometric techniques generally have Rgetvity due to the mass analysis step, except in
specific cases of isobaric interferences. Mass tepmetry offers extremely high precision and

accuracy of analysis as well as high abundancaetiséys
[1.12. Thermal ionization mass spectrometry (TIMYS)

In TIMS, a sample is deposited on a metal filamertich is heated in a high vacuum by passing a

current through it. If the ionization potential @fgiven element is low enough, compared to the work
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function of the filament, then a fraction of th@rmat of that element are ionized via interactiorhwit
the filament surface at high temperature. The nsaase then resolved in a mass spectrometer under
high vacuum using a magnetic sector. The spegifigitthe TIMS analysis can be provided both by
chemical separation steps and by the ionizatiompégature. TIMS is capable of routinely measuring
isotopic ratios on picogram (1®gram) to nanogram (f0gram) samples or, for rare samples, down
to tens of femtograms (0 grams) using special pre-concentration techniqlidslS routinely

measures differences in isotope mass ratios oorthe of 1 part in 10
11.13. Inductively coupled plasma mass spectrometry (ICP-MS)

In ICP-MS, the sample is aspirated as a solutitm &m inductively coupled plasma, where the high
temperature of the plasma breaks the sample dawntgnconstituent atoms and ionizes these species.
In addition to measuring isotope ratios, ICP-M8seful both as a sensitive elemental survey todl an
as a method for precisely quantifying trace elemlectnstituents of a sample. The detection limits
range from 0.1 parts per billion (ppb) to a fewsterh ppb in solution. ICP-MS is problematic for the
measurement of some elements due to backgrouredfeirgnces, or poor ionization efficiency, e.g.

carbon, oxygen, phosphorous, potassium, sulphdrsiina.
I1.14. Secondary Ion Mass Spectrometry (SIMS)

SIMS is used for both elemental and isotopic amalyssamples, including small particles. SIMS uses
a finely focused primary ion beam, e.g.' GCs, or G4, to sputter the sample surface. The sputtering
process produces secondary ions (ions charaateofthe sample) that can be analysed by a mass
spectrometer. In the ‘microscope’ mode a relativetge primary ion beam bombards the sample, and
the spatial position of the resulting secondarysitnmaintained and magnified throughout the mass
spectrometer. A position sensitive imaging detedisplays and records the isotopic image. In the
‘micro beam’ mode a finely focused primary ion be@rscanned across the sample in a manner
similar to an electron microscope. The resultingpgeary ion signal is then measured and correlated
with the position of the primary ion beam to gemnerthe isotope image. Sample ablation of the
focused ion beam on the sample yields a depthl@rtfiough the sample surface that is extremely

valuable to document compositional gradients ciaseralteration.
[1.15. Gas chromatogr aphy mass spectrometry (GC-MYS)

GC-MS is a technique useful for detecting and meaguow level trace organic constituents (i.e,
parts per million - ppm) in a bulk sample. In GC-M8e volatile components of a sample are
separated in the gas chromatograph and identifietia mass spectrometer. The mass spectrometer
ionizes and fragments each component as it elubes the chromatography column. Many different
ionization methods can be used, but the most commpiGC-MS is electron impact. The mass

spectrometer measures the intensity of ions ofouarimasses, either by simultaneous or sequential
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detection, depending on the type of mass spectasmiehe resulting plot of relative intensity versus
mass to charge ratio is a ‘mass spectrum’. Thezeeatensive libraries of mass spectra that help

identify unknown compounds using GC-MS.
I1.16 Transmission electron microscopy (TEM)

In TEM, an energetic electron beam is transmittgdugh an ultra-thin sample (~100 nanometers
thickness). TEM is capable of higher magnificatithan SEM and is able to image extremely fine
sample structure. Transmitted electrons can undeiffraction effects, which can be used like XRD

to identify crystal phases in the material.
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APPENDIX I11: FORENSIC SCIENCE DISCIPLINES

This appendix provides descriptions of some ofrtlagor forensic science disciplines, with a focus on
disciplines deemed likely to yield results usefulhe needs of an investigation of a nuclear sgcuri

event.

The majority of these disciplines have considerdiidg¢ory within the forensic sciences; hence, these
are referred to as ‘traditional forensic scienaigilines’. The investigative value of binary fodata
(‘digital evidence’) has been recognized for desadmut the growth in the numbers and types of
devices that capture digital evidence has incre#dséathportance for investigative purposes. Because
the tools and techniques for analysing digital emimk and for interpreting results continue to esolv
and are important to the forensic examination, they considered in a later section on emerging

forensic science disciplines [24].
[1l.1. TRADITIONAL FORENSIC SCIENCE DISCIPLINES
[11.1.1. Analysis of biological evidence

Specimens of biological origin that might be reaedeas evidence from a scene or from a person,
place or thing of interest to an investigation ohuclear security event include blood, semen and
saliva. Human biological evidence containing nucldaoxyribonucleic acid (nDNA) can be of
particular value because it is possible to assecia test results with one individual with a degoé
reliability that is acceptable for criminal justiqeurposes (that is, test results are capable of

individualization).

Mitochondrial DNA (mtDNA) is inherited through thmaternal line and would be shared in common
among all maternally related individuals (for exdengsiblings, mother and maternal grandmother).
Consequently, mtDNA results are less useful fomppses of individualization but might assist in
narrowing the focus of the investigation. Mitochdatl DNA can be recovered from biological
specimens where nDNA concentrations are insuffidi@nany meaningful analysis. These specimens
include naturally shed hairs, hair fragments, bamasteeth, any of which might be recovered from a

scene of a nuclear security event.

A second category of specimens of biological originlude materials of animal, plant or fungal
origin, such as feathers, plant matter (for examfdaves, pollen, seeds and stems) and spores.
Analysis of such materials might offer clues addo.example, geographical areas associated with th

packaging, storage or transport of the nucleatlweraadioactive material.
[11.1.2. Analysis of patterns and impressions

The analysis of the patterns found in fingerprifitsgermarks), palm prints and sole prints is known

as ‘friction ridge analysis’. This technique hasemeused for more than a century to identify
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individuals. Friction ridge analysis and nDNA arsady are the primary forensic disciplines whose
results can be considered to permit individual@atiUse of friction ridge analysis might yield slani
results to those of nDNA analysis and should besiciemed in developing the analytical plan,
especially if fingerprints, palm prints or soleris can be recovered from the scene of the ewasit it

or from the nuclear or other radioactive materialtlie container used to store or transport this
material. Various databasesf fingerprints and palm prints are available as@l in associating these
patterns with an individual and are accessibleatoe énforcement, such as through requests made to
INTERPOL.

In addition to fingerprints, palm prints and sokints, other patterns might be found at a crimansce
or at other scenes associated with the investigalibese patterns are often referred to as immessi
evidence and occur when an object such as a shtieedeaves an impression. Other patterns that
might be analysed include markings on bullets andcartridge cases, ear prints, lip prints, some
bloodstains, bite marks and glove prints. Howewadike friction ridge analysis, analysis of these
other patterns is unlikely to allow individualizari. Instead, the results permit the pattern to be
associated with a class of people or objects -efample, a brand and size of shoes or tires. Such

results can be important to narrowing the focuaryf investigation of a nuclear security event.
[11.1.3. Analysis of toolmarks and firearms

Analysis of toolmarks and firearms takes advantaigthe markings generated when a hard object,
such as a tool or the firing pin of a firearm, cemato contact with a relatively soft object.

Comparisons of toolmarks and markings from fireamas be considered a specialized form of
impression analysis. Analysis of marks left by al tor firing pin can be used to narrow the focus of
an investigation, both by indicating certain mawtiieers or manufacturing processes of tools or
firearms and by eliminating others. These markshiriog found on the nuclear or radioactive material
itself, on the container used to store or transpg@tmaterial or on other objects recovered from th

crime scene or other scenes of interest to thesiigation.
[11.1.4. Analysis of hair

Human and other animals routinely shed hair. Tleges might be left at a crime scene or might be

transferred to another individual at the scene tomrther location of interest for investigative

® |In a forensic context, a database is a searclattliection of data or information, usually but not
necessarily, in an electronic/digital format. Thetémated Fingerprints Integrated System (AFIS) in

the USA is one such example. [25]
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purposes. Therefore, any investigation of a nucteaurity event should consider the possibilityt tha
hair might have been shed onto or in the vicinityhe nuclear or other radioactive material out of
regulatory control. Microscopic analysis of haiuseful with regard to class characteristics, haxev
rather than individual characteristics. That issutes can associate the hair with a type of person
(based, for example, on hair colour or use of dgter than on a unique individual. But such result
can be useful in excluding certain persons fronpiba of possible sources of the hair, thus namgwi

the focus of the investigation.
I11.1.5. Analysis of fibres

Analysis of fibres by microscopic examination hakag history of use in forensic science. These
fibres can include synthetic materials, such agliacnylon, and polyester, as well as botanicaids,
such as those used in many ropes and twines. Saatireations are similar to those done on hairs and
carry similar limitations — namely that class cluéeastics can be identified but that individuatina

is impossible. More recently, modern methods ofrimeental analysis, such as Fourier transform
infrared spectrophotometry (FTIR), have been usedilves. Instrumental methods yield additional
information of potential value to an investigati@werall, results from analysis of fibres can befuls

in excluding certain people, places or things assity associated with nuclear or other radioactive

material out of regulatory control, thus narrowthg focus of the investigation.
[11.1.6. Examination of questioned documents

Examination of questioned documents involves comparand analysis of documents themselves and
of the printing and writing instruments associatdth these documents. Goals of such examinations

include:
O Identifying or eliminating individuals as the soeraf the handwriting;

O Determining whether a document is the output of maaacal or electronic imaging devices

such as printers, copying machines and facsimilgpetent;
O Identifying or eliminating particular machines &g source of printing or typewriting;
0 Revealing alterations, additions or deletions;
O Deciphering and restoring damaged, deleted or oedqarts of a document;
0 Estimating the age of the document;

0 Recognizing and preserving other physical evidghat might be present on the document,

such as hairs, fibres and other biological material
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Therefore, such examinations should be considemedeiveloping the analytical plan whenever
documents are recovered in association with nuaeanther radioactive material out of regulatory

control.
I11.1.7. Analysis of paints, coatings and other polymeric materials

Analysis of paints, coatings and other polymeridarials can be valuable to the investigation of a
nuclear security event, especially in situationserghcontainers or similar holding devices are
recovered in connection with nuclear or other radiive material. Such containers might have writing
or other markings on them or within. Similarly, tbentainers might have polymeric materials used,
for example, to cushion the material or as a g&ahlysis of the components of any paints, coatings
and other polymeric materials might yield resuttattaid in identifying regions of the world from

which they might have originated.
[11.1.8. Analysis of explosives

Analysis of explosives is performed on a range afemals. For an explosively configured device that
failed to function, both the explosive and the devare of evidentiary value. In the event the devic
did detonate, evidence of interest includes untiirme unconsumed powders, liquids or slurries;
fragments of the device; and objects in immediatenity of an explosion that may contain residue
from the explosive or the device. Analysis resoiight suggest a particular group or individual dzhs

on the design, the materials of construction aedras of purchase of these materials. Consequently,
all analytical plans will be strongly influenced Hlye presence or absence of any explosive at the

crime scene.
[11.1.9. Forensic medicine

Through its two main branches, clinical forensicdiome and forensic pathology, forensic doctors

could give expertise in cases related to nucleanfics.

Clinical forensic medicine involves the clinicalaawination of the living subjects in cases of irgsri
burns, explosives and complications occurring eelato the effects and consequences of nuclear
security event. Clinical forensic expertise is aamed with the type and nature of injuries (or Isjrn

its cause whether it is caused by exposure to aude other radioactive material or not, date of
injuries, period of treatment, resulted complicasioand if there is any disability (temporary or

permanent).

Forensic pathology involves the application of ngatiknowledge to the examination of human
remains. The primary tool used for this purposéhes autopsy. Typical goals of forensic pathology
include determining the cause and manner of dé#htifying the nature and extent of injuries and

establishing the identity of the remains.
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Many laboratory methods can be used to aid foremgdicine, including those methods associated
with nuclear and mitochondrial DNA examinations gs8ection 111.1.1), methods of examining
humans (e.g., X ray imaging, magnetic resonancaimga(MRI) and computer axial tomography
(CT-scan)) and modern instrumental methods of amalysuch as gas chromatography, liquid

chromatography and inductively coupled plasma rapsstrometry).

In the case of victim of a nuclear security evdatensic pathology can be useful in determining
whether a victim succumbed to the effects of expwda radiation or to some other cause. For a
nuclear security event in which there is dispeosaluclear or other radioactive material, the firgdi

of examinations conducted by forensic pathologisiight prove useful in estimating the distance of
each victim from the dispersal source. For an evbat includes an explosive charge that has
functioned, the forensic pathologist might estdblishether a suicide bomber could have been

involved, based on the pattern victims and of huneamains that are recovered.
[1.2. EMERGING FORENSIC SCIENCE DISCIPLINE
[11.2.1. Analysis of digital evidence

The importance of the analysis of digital evidera@ost often, of binary form data — has grown with
the expansion in both the types of devices thaircesuch data and the numbers of such devicesin us
by individuals, businesses and localities. Potéstarces of digital evidence include desktop,dapt
and tablet computers, as well as the hard disk atenglrives, floppy disk drives, electronic memory
cards, and USB flash drives associated with thes®paters; mobile phones; security and surveillance
cameras, such as those used by banks at Automalied Miachines (ATMs), and by many businesses
and some residential buildings or communities fitafameras, used to spot traffic infractions or to
monitor traffic flow; portable media players; angithl cameras. In the context of an investigatdn

a nuclear security event, such devices or evidénoe such devices might be recovered on or near the
scene where nuclear or other radioactive mategiakized; along routes that the material might have
travelled; and from individuals suspected of ass@m with events culminating in the seizure of the
material. The proliferation of digital recordingJilees opens the prospect that such devices have
become a witness to daily activities, thus enhanttie possibility that the movement of the nuclwar

other radioactive material might be mapped botlombiogically and geographically.
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APPENDIX 1V: EXAMPLES OF EDUCATION, TRAINING, EXERCISES AND RESEARCH
AND DEVELOPMENT ACTIVITIES

This appendix provides descriptions of some of dapacity building activities being implemented

internationally.
IV.1. EDUCATION

In 2010 the IAEA established the International Macl Security Education Network (INSEN) to
ensure the effective nuclear security practicesdbyeloping, sharing, and promoting educational
excellence. INSEN includes educational and reseasthutes involved in or planning to be involved
in nuclear security education. Members of INSENatmrate on development of textbooks, teaching
tools, and instructional material, professionahgtoof faculty, student exchange to foster inforioat
sharing, research and development to promote temhronfidence, evaluation of academic theses and

dissertations, and performance metrics on the @fseess of nuclear security education.
IV.2. TRAINING

The IAEA has designed a series of training coutsesatisfy the requirements of different audiences
covering various facets of nuclear forensics inpgupof an investigation into a nuclear securitgmv
These include courses such as: “Nuclear Securit@r@mess: Introduction to Nuclear Forensics”,
“Nuclear Forensics Methodologies” and an affiliatetburse “Radiological Crime Scene
Management”. More information is available from A Nuclear Security Training Catalogue

accessible on the IAEA Office of Nuclear Securitybsite:http://www-ns.iaea.org/

INTERPOL, the organization for police cooperatioalso provides training to interagency
multinational groups of law enforcement and scfengiersonnel on best practices in radiological and

nuclear crime scene management.
In addition, training courses are being providetiomally and internationally by Member States.
IV.3. EXERCISES

The ITWG has conducted a number of analytical andnario-based exercises providing an
opportunity for laboratories to assess their pentorce on analysis as well as demonstrate capedbiliti
The ITWG's Exercise Task Group has been cruciaplanning, implementing and reporting on
collaborative exercises — called “round robins”yidg which all participating laboratories receive
identical samples and are tasked to perform analylee participants report findings on a 24 hour,
one week and two months schedule (see also Tablén®&lvement in the “round robins” is
completely voluntary and open to laboratories wef-declare their measurement capabilities. The
results are coded so that the results from eadrdédry are reported anonymously and are known

only to the exercise coordinator. Outcomes of tker@ses demonstrate individual laboratory
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performance relative to declared analytical cajtgtbilvhile also identifying the utility of differen
analytical methods applied to a common sample. Hgowbins” involve international laboratories

and varied materials. Three ITWG “round robins” édeen conducted to date:
1) 1998 - 2000 exercise involved six laboratories ysial) plutonium oxide;
2) 2000 - 2002 exercise involved ten laboratoriesyeiad HEU oxide;
3) 2010 exercise involved nine laboratories analysiidy metal.

The GICNT's Implementation and Assessment GroupGjlAas conducted activities involving
tabletop exercises and seminars in 2011 and 208&. ekercises aimed to develop and foster a
common understandingf nuclear forensics capabilities and principlespkasize the importance of
nuclear forensics to policy and decision makersculis the relationships of the various communities
(including law enforcement, policy and technicaiyolved in nuclear forensics, explore the policy
aspects of sharing information to advance the tiyeson of nuclear security events, and identify

potential cooperative information sharing partngshboth nationally and internationally.

The Nuclear Threat Initiative has conducted twatkilal US-Russian table top exercises simulating
an event involving a seizure of kilogram quantitefsnuclear weapons usable material [25]. The
exercises were designed to illuminate the issussices and constraints that officials would confron

while coordinating a joint response to a nucleausty event and highlighted actions that should be

taken in advance of such a contingency.
IV.4. RESEARCH AND DEVELOPMENT

In order to build confidence in nuclear forenstesfurther the study of nuclear forensics signatute
facilitate the development of national nuclear faies libraries, and to promote international

collaboration, the IAEA initiated the following catinated research projects (CRPS):

1) 2008 — 2011 (CRP now closed): “Application of Nwld-orensics in lllicit Trafficking of

Nuclear and Other Radioactive Material”

2) 2012 - to present (CRP now active): “IdentificatiohHigh Confidence Nuclear Forensic

Signatures for the Development of National Nuclearensics Libraries”

More information is available on all IAEA CRPshHitp://www-crp.iaea.org/
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DEFINITIONS

bulk analysis. The analysis of either an entire sample or a portibthe sample to determine the

average properties of the measured portion.

categorization. The process of assessing nuclear or other radieattaterial, involved in a nuclear
security event, by making preliminary determinasiaf the relevant radionuclides present and their

associated levels of radioactivity. [see albaracterization]

chain of custody. The procedures and documents that account fointbgrity of physical evidence
by tracking its handling and storage from its paihtollection to its final disposition. Other tesrfor

this process are ‘chain of evidence’, ‘chain of gibgl custody’, and ‘chain of possession’.

characterization. The process of determining the physical, chem&eamental and isotopic attributes

of the nuclear or other radioactive material. [gks®categorization]

class characteristic. An attribute or feature shared by all members ofaas. Examples include hair
colour, eye colour, shoe size, size and brandef &énd calibre of ammunition. A class characterist
is incapable of identifying a unique person, placéhing but might be useful in narrowing the focus
of an investigation, especially by excluding certgdersons, places or things from further

consideration.

competent authority. A governmental organization or institution thas leen designated by a State
to carry out one or more nuclear security functioBxample: Competent authorities include
regulatory bodies, law enforcement, customs anddrsocontrol, intelligence and security agencies,

health agencies, etc.

designated nuclear forensic laboratory. A laboratory that has been identified by a Statebaing
capable of receiving samples of nuclear and/or rothdioactive materials for the purposes of

supporting nuclear forensic examinations.

examination. A procedure used to obtain information from evideit order to reach conclusions

concerning the nature of and/or associations rlatevidence.

individualization. The ability to associate a result or a set of teswith a single source, such as a

person, place or production process.

national nuclear forensics library. An organized collection of descriptions, datarekgeristics and,
in some cases, samples of nuclear and other rdi@anaterials that are produced, used or stored

within a State.

nuclear forensic science, referred to asuclear forensics, is a discipline of forensic science. Nuclear

forensics is the examination of nuclear or otheliaactive material, or of other evidence that is
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contaminated with radioactive material, in the eahtof legal proceedings, including national or

international law or nuclear security.

nuclear forensic interpretation. The process of correlating sample characteristiith existing
information on types of material, origins and methof production of nuclear and other radioactive

material, or with prior cases involving similar regal.

nuclear material. Any material that is either special fissionablatemnial or source material as defined
in Article XX of the IAEA Statute.

nuclear security event. An event that has potential or actual implicatidois nuclear security that

must be addressed.

out of regulatory control. The phrase “out of regulatory control” is usedi&scribe a situation where
nuclear or other radioactive material is presertheut an appropriate authorization, either because

controls have failed for some reason, or they nexisted.

radioactive material. Any material designated in national law, regulatior by a regulatory body as

being subject to regulatory control because afatkoactivity.

radiation detection instrument. A device that detects and displays the charatitxisf ionizing

radiation with a certain level of confidence.

radiochronometry. The use of radioactive decay to determine the 8imee the last separation of
progenies from the “parent” material (and thus, ‘tage”). Another term is “age-dating”. Separation
can occur in many fuel cycle processes such asheneint and reprocessing. Consequently, accuracy
in radiochronometry assumes both a clean separbttrween parent and progeny nuclides and a
closed system until sampling and analysis of theerig@. Incomplete separation results in a caledat

age that is older than the actual age of the nahteri

radiological crime scene. A crime scene in which a criminal act or otheeimtonal unauthorized act
has taken place or is suspected, with nuclear gdmplications and involving nuclear or other

radioactive material.

signature. A characteristic or a set of characteristics giveen sample that enables that sample to be

distinguished, by way of either exclusion or inabuns

trace element. A trace element is an element in a sample thatahagverage concentration of less

than 1000 microgram / gram (pg/g) or 0.1% of thérm@aomposition.
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